- MuHnCTEpPCTBO HAayKU U BBICLIEr0 06Pa30BaAHUS
Poccutickoit ®eneparuu

@enepallbHOE TOCY TAPCTBEHHOE GIOIKETHOE
00pa3oBaTeIbHOE YUPEKICHHE BEICIIErO 06pa30BaHHUs

«JloHeTKuH rocy JapCTBEHHBIN YHUBEPCUTET

DaKynbTeT PU3UKO-TEXHHYECKUN

[T.A. Mamapos

apta 2024 r.

PABOYAS TPOI'PAMMA IUCHUILINHBI
«OCHOBBI HHOOPMAIIMOHHOM FE30IMACHOCTM»

YKpynHeHHas rpyrna 10.00.00 Mudopmanronnas 6e30nacHOCTb

HaIIPaBJIEHUN IMOITOTOBKH
IIporpamma Beiciero o6pasoBanust [Iporpamma GakanaBpuart

Hanpasnenue noarorosku 10.03.01 Mudopmarmonnas 6e301acHOCTb

ITpoduns noaroroBku besonmacHOCTh aBTOMATH3MPOBAHHBIX
CUCTEM

Kpanudukanus bakamnasp

dopma 06ydeHus O4YHas

Pabovas nmporpamMma afanTupoBaHa 1J1s AL
C OrpaHUYE€HHBIMU BO3MOXKHOCTSIMU 37I0POBbSI ¥ MHBATUIOB

Honenk 2024



PaGovas mporpaMma AUCIHILIHHEL «OCHOBBI pHGoOpMALMOHHONH 0€e30MacHOCTH) VIS
oOyyaromuxcsi 110 HAIpaBICHUIO IOIATOTOBKH 10.03.01 MudopmannonHas 0e30macHOCTb
(Ilpopuns: be3omacHOCTH ~aBTOMATU3UPOBAHHBIX CHCTEM), COCTaBJIeHa Ha OCHOBAHHH
®e/epalbHOTO TOCYIapCTBEHHOro 00pa3oBaTeNBHOrO CTaHAapTa BBICIICIO obpa3zoBaHus —
faxanaBpuaT IO HANpPaBJICHUIO IOArOTOBKH 10.03.01 MudopmanuonHas 6e30macHOCTD,
YTBEP)KIEHHOTO NPHKa3oM MHUHHCTEPCTBA HAyKH H  BBICIICTO ob6pasoBanus PoccuicKon
®epepamuu or 17 HostGpst 2020 . Ne 1427 (¢ w3m. u pom.). Ilopsiaka opraHu3anny H
OCyIIeCTBJIEHUs 00Pa30BaTENbHOM JEATEIHOCTH TI0 06pa3oBaTeIbHEIM IIPOrpaMMaM BBICIICTO
oGpasoBaHmsl — IIporpaMmvam OakalaBpuaTa, IporpaMMam CIeLMaInTeTa, IMporpaMmmaM
MArMCTPATypHl, YTBEP)KICHHOrO TpHKa3oM MUHHMCTEpCTBA HAyKH H BBICIIETO 00pa30OBaAHUS
Poccumiickoit ®exepamun ot 06 anpens 2021 r. Ne 245 (C M3M. ¥ JIOTL.), B COOTBETCTBHH C Y4EOHBIM
ITAHOM, YTBEPIXKICHHBIM Y YEHBIM COBETOM ®I'BOY BO «Jloul'Y» mist Habopa 2024 roza.
Pa3paboTuuk:

JloneHT 7
kadeaps! paauoGu3uKu 71 M.B. babuuesa
¥ “HQOKOMMYHUKAIHOHHBIX TEXHOJIOTUH

v

PaGoyast mporpaMma YTBEp)KACHa Ha  3aCCHaHHM kadenpsl  pamMoQHU3MKH M
HH(POKOMMYHUKAIIHOHHBIX TEXHOIOTHH
IIpotoxon ot 26.03.2024 r. Ne 16

74

3apemyroumit kadeapoi 6 Eﬂ;ﬂp B.B. Jlannnos
COI''TACOBAHO:
W.0. nexana GU3UKO-TEXHUYECKOTO (haKyIbTeTa % % C.A. ®oMeHKO

28.03.2024 r.

V4e6HO-METOIMIECKas KOMUCCHS (U3UKO-TEXHIHYECKOro BaKyIbTeTa

TIpotokon ot 27.03.2024 1. Ne 2 / ,

[Tpencenarenb : B. H. Korenko
PykeBOAHUTENH OCHOBHOM npodeccuoHanbHOU

o6pa3oBaTebHON POrpaMMBI M 4

- TeX. HayK, Ipod. /Z&W B. Tauunos

26.03.2024 . ‘W
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1. MECTO JUCLIUIIIMHBI B CTPYKTYPE OEPA30BATEJIBHOM ITPOI'PAMMBI

1.1. TpeGoBaHus K MpeABAPUTEIBHON MOATOTOBKE OOYYArOIIMXCS, MPEIIIECTBYIOMNE H
COITyTCTBYIOIIME TUCIUILIMHBI, HA KOTOPBIX OCHOBBIBAETCS H3yUCHHE JAHHOM:

Wudopmaruka,  MHPOpMAnMOHHBIE  TEXHOJOTHH,  TE€XHONOTMM M METOJBbI
NporpaMMHpOBaHus, SI3bIKM TporpamMMupoBanusi, Teopuss wuH(popMaluu, ApXUTEKTypa
KOMITBIOTEPHBIX cHcTeM, [1akeThl NpUKITaaHbIX IporpaMM [Tt 00padoTku n3o0paxenuii, Moaenu
U METOIbI O€30MMaCHOTO HHPOPMAITMOHHOTO OOMEHa.

1.2. JlucuniuimHpl, KypcoBble PaOOTHl M MPAKTHKH, Ui KOTOPHIX OCBOCHHE JIAaHHOM
JUCIUTUTMHBI HE0OX0AUMO KaK MPeIIIeCTBYOIIEE:

Web-nporpammupoanue, [IporpaMMHO-anmapaTHble CpeACTBa 3allUThl HH(GOPMAIHH,
MeToap! 1 cpeCcTBa KPUNTOTPaPUUECKON 3alIUTHl HH(POPMAIIHH.

Hcnonp3yroTcss  OpuW  HAaNWMCaHWM  BBIMYCKHOW  KBAIM(UKAIMOHHOW  paboTHl,
[Ipon3BoaCTBEHHAsT ~ MpaKTHKAa:  HAyYHO-HCCIENOBaTelbcKas — pabora  (oOs3arenbHas).
[IpousBoaCTBEHHAS NMPAKTUKA: IPEINIUIOMHA ITPAKTHKA (00sM3aTeIbHAas).

2. OITIMCAHUE ANCHUIIJIMHBI

2.1. Obmas XxapakTepuCTHKA
HaunMmeHoBaHuUE mokaszaresns 3HaueHHe TOKa3aTels
Ha3zBanue 00pa3oBaTebHOM MPOrpaMMbl 10.03.01 NudopmarmonHast 6€30MacHOCTh
(ITporpamma OakanaBpuara
WudopmanronHas 6€301MacHOCTD)

udp 1 Ha3BaHUE B COOTBETCTBUU C b1.5.M3.6 OcHoBBI HH(DOPMALIUOHHON

Y4eOHBIM IIJIAHOM 0€e30MacHOCTH

YacTth 00pa3zoBaTeabHON MPOrpaMMbl bazoBas yacts (IIpodeccronanbHo-
OpUEHTUPOBAHHBIN 0JI0K)

KosmnuecTBo 3a4eTHBIX eIMHHMIL / BCETO YacoB 3/108

2.2. Pactipenienenrie 4acoB 1o ¢gopMam U nmeprogam o0ydeHHsI

OO0111€€ KOJINYECTBO YaCOB
o
& CcaMoOCTOS-
dopma g 8 5 -
> 2 JeKIu- | Jabopa- | MpakTU- | TEIbHOMN dopma
00y4eHus 2| 3 BCETO
59 OHHBIX | TOPHBIX | YeCKHX | paboThI + KOHTPOJIS
KOHTPOJTh
Ounas, Bcero 2 4 30 30 - 48 108 3a4eT

3. HEJIN JUCLUTTJINHBI

3HAKOMCTBO C MOHATUSAMH HallMOHAJIBHOM Oe3omacHoCTH; BUjIamu OezomacHoctu; Vb B
CHUCTEME HallMOHAJIbHON 0€30MacHOCTH; OCHOBHBIMHM MOHSATHSMH, OOILEMETOI0JIOTUYECKUMU
npuniunamMu teopun Ub; anamuzom yrpos Wb, npoGnemamu uHGOpManMOHHON BOHHBI;
TOCYJapCTBEHHON HWH()OPMAIIMOHHOW TOJUTUKOW;, BHUJIaMU HWHPOPMAIMHM; METOAaMU U
cpeactBamu obecniedenus Ub; mMetomamu HapymieHUs KOH(UACHIMANBHOCTH, IETOCTHOCTH U
JOCTYITHOCTH UH(QOPMAIIUH; IPUUYMHAMY, BUJIaMH, KaHAJIaMU YTEUKH U UCKaXEHUs HH(popMaluu.

4. KOMIIETEHIINM OBYYAIOIIEI' OCs, ®@OPMUPYEMBIE B PE3VIIbTATE
OCBOEHMA KOMIIOHEHTA OBPA30OBATEJIBHOU ITPOI'PAMMEI, X NH/IMKATOPBI
N ITINTAHUPYEMBIE PE3VIJIbTATBI ObBYUYEHU A

4.1. KomnereHuuu
\ Komnerenumn \ WNHpukaTopsl \ Pe3ynbTaTsl 00yueHus
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OIIK-1 CnocoOeH O1leHHBATH POJIb
nHpopManuu, HHOOPMAITMOHHBIX
TEXHOJIOTHH 1 MH(POPMAITMOHHON
0€30MacCHOCTH B COBPEMEHHOM

OIIK-1.1

YMeeT npuMeHsTh
COBPEMEHHBIC
nH(pOpMaLIMOHHbIE

3HaeT  MeToABbl  00paboOTKH
nHpopManuu ¢
UCTIOJIb30BAHUEM COBPEMEHHBIX

TCXHUYCCKUX

o0ImiecTBe, X 3HAUYCHUE JIIsS TEXHOJIOTHH IS CPEeICTB  KOMMYHHKAIIMH U
obecnieueHns: 00bEKTUBHBIX cbopa, nepenauu, CBSI3U
MOTPeOHOCTEN IMYHOCTH, 001IecTBa | 00paboTKu U YmMmeer UCIIOJIb30BATh
Y TOCY/apCTBa HAKOTUICHHS COBpPEMCHHBIC
uHpOopMaIU MH(POPMAIIMOHHO-
KOMMYHUKAIIHOHHbBIE
TEXHOJIOTUH IS PEeIICHHUS 33129
HH(pOpMaAITMOHHOM
0e30macHOCTH
OIIK-5 CniocobeH mpuMEeHSITh OIIK-5.1 3HaeT U yMeeT MNPUMEHSTh
HOPMATHUBHEIC IPABOBBIC AKTHI, Brioupaer HOPMATUBHBIC TPABOBBIC AKTHI,

HOPMATUBHBIC 1 MCTOAUYCCKHUC

HOPMATHBHBIC U

HOPMATUBHBIC U MCTOAUYCCKHUC

AOKYMCHTHI, PCTJIAMCHTUPYIOIINEC IIPaBOBLIC AKTHI, JOKYMCHTHI,

JESATEILHOCTD 10 3aIUTe METONYECKHUE periiaMeHTHPYIOIIHe

nHpopmanuu B chepe JIOKYMEHTBI U JIEATeIBHOCT, [0 3aluTe

npodeCcCHOHATBHOM IEITSILHOCTH | UCIIOJIB3YET B uHpopMaruu B chepe
npodeccHoHaIbHOM | TpodeccrHoHaNbHOM
JeATSIIbHOCTH JICSTEIbHOCTH

OIIK-6 CriocoOeH mpu pereHun OIIK-6.1 3HaeT 0  HEOOXOIUMOCTH

npodeCcCHOHATIBHBIX 3a1a4 Cnocoben 3aIUTHI COBOKYITHOCTH

OpPraHnu30BbLIBATH 3alIUTY IIPHUMCHATH 00BEKTOB I/IH(bOpMaTI/I?;aIII/II/I,

nHpOpPMAIIMY OTPAHUYEHHOTO COBpPEMECHHBIC WH(POPMAIMOHHBIX CHCTEM,

JIOCTYTIa B COOTBETCTBUH C
HOPMaTUBHBIMU IIPABOBBIMH AKTaMHU,
HOPMATHUBHBIMHU U METOJIMYECKIUMHU
nokymeHtamu denepanbHOU
ciry»0b1 Oe3omnacHocTu Poccuiickoi
Oenepannu, OenepanbHON CITyKOBI
[0 TEXHUYECKOMY U IKCIIOPTHOMY
KOHTPOJIIO

TEXHOJIOTHH TS
3aIUTHI
nH(popmMaluy B
COOTBETCTBUH C
COOTBETCTBYIOIIUMU
HOPMAaTUBHBIMHU
JIOKYMEHTaMU

caiitoB B cetu "HHTepHer" u
CeTE CBSA3M, PACIOJIOKEHHBIX
Ha Teppuropun Poccuiickoit
@Denepauny. YMeeT NPUMEHATh

COBPEMEHHBIE  NPOTPAMMHBIE
CpeacTBa CHUCTEMHOI'0 u
IIPUKJIIATHOTO Ha3HAYCHUS

OTEYECTBEHHOI'O U POCCUHCKOTO
IIPOU3BOJICTBA

5. MIPOTPAMMA JTUCLUTIJIMHBI

Tembl Bonpocel TeMbl
1. OcHoBHBIE 1. OcHoBHBIE MOHATHS HH(POPMALIMOHHOM 0€3011aCHOCTH.
TTOHSATHUS 2. [IpaBoBsie ocHOBEI Wb 1 3akononatensctBo JJHP 00 mabOpMaIiy.
ITporpamma 3. Undpopmanus, nHPOpMaLMOHHAS CUCTEMA, BiIaesel] HH(pOpMaIuH.
JTUCHUTUTMHBI 1 4. Buner nandopmaruu. Kondunennnansaas nadopmarus, rocygapcTBeHHAs
COCTAaBJISIOIIHE TaifHa.
nHpopmanronHo | 5. Hopmarusueie nokymentsl PO no Ub.

1 0€e30IaCHOCTH.

6. KOH(I)HI[GHL[I/IaJ'IBHOCTL, HECJIOCTHOCTH, HOCTYITHOCTD.

2. CtpykTypa
¢aitnos u hex-
peIaKTop.

1. [Tonsatue daitna.
2. Hex-penakrop, CTpyKTypa U MpeHa3HaueHHe.
3. ®opmarsl ¢aitsos.
4. CTpyKTypa HEKOTOPBIX TEKCTOBBIX U rpauieckux (ansios.
5. Curnatypsl (aiinos.
6. Onpenenenue ¢popmara ¢aita B pazaunusbix OC.
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3. Kpunrorpadus
Y KpPUITOAHAIN3.

1. Ucropuueckas cnpaBka, npumMuTHBHBIe M ppsl. [Lndp xor, Lesaps,
Bunexepa.

2.

CI/IMMeTpI/I‘-IHBIe U aCCUMCTPUYHBIC KPUIITOCUCTCMBI.

3. CyTb acCUMMETPUYHOTO MIN(PPOBAHUS.

4. Anroput™m RSA u Onb-I"amans.

5. Cummerpuunoe mudposanue. ['ammupoBanue. AES.
6. KBanToBas kpunrorpadusi.

4, Xemr-pyHKIuu.

. ITonsATne xem-pyHKuuu.
. Kpunrorpaduueckue n He kpunrorpapuueckue Xem-(pyHKIHH.
. CpoiicTBa xem-(Q)yHKITUH.

CRC —cymMMBl.
Xem-pynaknun MD5 u SHAL.

. Komnuszun xem-gynkuuii.
. Kpunroananus xeni-gyHKIum.

5. AyrenTtudukar
Ul 10 TTAPOITI0

. ABTOpH3aIWys, ayTeHTH(UKAINS 1 UICHTU(DUKAIHSL.

. Cucrembl ayTeHTUDUKALHH.

. [TaposibHas 3amura.

. YS3BUMOCTH NIapOJILHOM 3aILUTHI.

. Meroasl XpaHeHUs IapoJIsl.

. Onpenenenue kpunrocroinkoctu napoist. opmymna llennona.

Mertoa B310Ma napouis.

. [IporpaMMeI 17151 B37I0Ma MapoJsl.
. Opraam3anus 6€30MaCHOM MapOIBHOM 3aIUTHI.

6. pyrue . DJeKTPOHHBIE METO/bI Ay TEHTU(UKALIH.
METO/IbI . AnmaparHast ayTeHTA(UKaIus.
ayTeHTU(UKaLUU . buomerpuueckue MeTop ayTeHTU(DUKALINY.
. AyTeHTH(]UKAIM 110 OTIIEYaTKy Majiblia, ayTeHTU(UKALMS 10 JIUITY.
. PacipocTpaHeHHOCTh METO/IOB ayTEHTU(UKALIH.
. YA3BUMOCTH OMOMETPUUYECKON ayTeHTU(UKAIUH.
denepasnbHas ayTeHTU(UKALHS.
7. Bupycsl . UcTopus co3nanus BUPYyCOB.

. Kmaccudukarus Bupycos.

. 3arpy3o4Hbie, (hailsIoBbIE, MAaKPOCHI, CKPUTIT-BUPYCHI.
. Bupycsr aist Linux, Android, iOSm

. TpostHBI, YepBH, COOCTBEHHO BUPYCHI.

. XaKepsl.

8. AHTHBHpYCHI

WNROUAWNRINOUIAWNR(OONODUTRAWNR(NOOAWNE

. [TpunIMn paboThl AaHTUBUPYCHBIX MPOTPAMM.
. Cursatypsl BUpyCOB.
. Boamoxnoctu antuBupyctHoro I10. Hanvcanne anTuBupycHOM

IIPOrpaMMBI.

. I[InatHble u GecraTHbIe aHTUBUPYCHI.
. MexnyHapoaHble peHTUHTY aHTUBUPYCHBIX IIPOrpamMM.
. O630p Hauboee NONYJSIPHBIX AHTUBUPYCHBIX IPOTPAMM.

9. Web-
0€e30I1aCHOCTb.

. Ocnosusble mouarus web. HTML, CSS u JS.

. Lenw 3110yMBINIIIEHHUKOB, aTaKYIOIIUX CANUTHI.
. Kyku u ux ponp B 6€30macHOCTH CalTOB.

. Araku Ha caiitel. XSS, CSRF, SQL-uHbekuu 1 METObI 3aIIUTHI OT HHX.

[IporpamMMmel 1i1st aHanM3a CaliTOB HA YSI3BUMOCTH.

. YSA3BUMOCTH METOJIOB Ay TEHTH(PHUKAIUH.
. YS3BUMOCTH MPUKIIATHOTO YPOBHSI.

10. 3ammra
nH(popManuu B

. YA3BUMOCTH KOMITBIOTEPHBIX CETEH.
. OcHOBHBIE BU/IBI aTaK MPH Nepeaaye HHPOpMaIHH.




KOMITbIOTEPHBIX 3. Cauddepsr.

CEeTSX. 4. OtBetBieHUs TpaduKa.

5. AHanIu3 JIEKTPOMArHUTHBIX U3JIy4EHUH.

6. ATaku Ha KaHAJIbHOM U CETEBOM YPOBHE.
7. CriyuHr.

8. Bunpl ckanupoBanus. DOS u DDOS ataku.
9. [Toamena IP anpeca.

10. Mepbl IpOTUBOICHCTBHS aTaKaM.

11. BuptyajibHbl€ cETH.

11. Texamueckass | 1. Kananel yreuku nHGpOpMaIIUH.

3ammra 2. Pagnozaknanku. IlaccuBHbIe, aKTUBHBIE U TIOTyaKTUBHBIE P3.

uHpOpMAaIHU 3. JletekTHpoBaHKE paIHO3aKIAIOK.

4. HenuHelHbIC JIOKATOPBHI.

5. AKyCTHYECKHE U JIa3epHbIE MUKPO(DOHBI.
6. YTeuka mo BUOpOKaHay.

7. CTETOCKOIIBI.
8

. 'eneparopsr nryma, ckpeMOIephl, MOCTaHOBIIMKY momeX.IP mmdpatopst u

TOKEHBI.
. DJIEKTPOHHBIE 3aMKH.

12. 3ammTa . MeToapl oAAENKN JOKYMEHTOB.

JIOKYMEHTOB . Meronb! mogienku upoBhIX JOKYMEHTOB.

. Metob! onpeneneHus MoAITUHHOCTU JOKYMEHTOB.

. [Nomyuenne nononuurensHOM nHpopmarmu u3 EXIF.
. Meroast ELA u PCA u ux orpaHuueHus.

. MeTo1bI 3aIIUTHI JOKYMEHTOB.

13. DnexTpoHHO- . [loHsTHE 31IEKTPOHHO-IN(POBOM MOIMTUCH.

uupposas . Ucropus pazsutus JLIIL
MHOJIIINCH . OcaoBHbIe cxembl DLIII.
. lToctpoenue D1III.
. HenTpsl cepruduxanmu.
. Y IOCTOBEPSIOLIUE LIEHTPBI.
. Kpunirocroiikocts cxem DLIT.
14. Metonp! Creranorpacgusi, Kak CpeICTBO 3aLIUThI (PaiiIoB.
cTeraHorpadumu. . ludpoBsie BOAsSHBIC 3HAKH.

. Cnusinue ¢aitnos, LSB.
. CokpsITHe nH(OpMaLMU B ayJU0 U BUJeO (aiinax.
. MeTozpl 00HapYyXKEeHHUs CKPBITHIX COOOLICHUH.

15. Counansuas
WHXCHEPHSI.

. McTopus pa3BuTHs counanbHON MHXKEHEPHUH.

. UenoBek, Kak caMoe ysI3BUMOE 3BEHO JIF000H CHCTEMBI.

. [Icuxonoruyeckue OCHOBBI COLIMATIbHON MHKEHEPUH.
4. MeToibl CONMATEHON WHKEHEPHH.
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1
2
3
4
5
6
1
2
3
4
5. HpOTOKOJ'I IIOAIINCaHusA r[[OKYMCHTB..
6
7
8
1
2
3
4
5
1
2
3

6. CTPYKTYPA U COAEPXXAHUE ANCHUITJIMHbBI

6.1. ®opma oOyueHust — oyHas, Kypc — 2, cemecTp — 4

KoaunuecTBo yacoB

HanmenoBanus pasaciioB U TCM

Jlexu. | Jlabop | IIpakr. | CPC+K | Beero
OCHOBHBIE ~ TOHATHA M COCTABISIOIIUE
. 2 2 4 8
MH(POPMALMOHHOM 0€30MaCHOCTH.
Crtpyktypa ¢aitnoB u hex-pegakrop. 2 2 4 8




Kpunrorpadust u KpunroaHaius. 2 2 4 8
Xenr-(QyHKITHH. 2 2 4 8
AyTeHTH(HKAINS IO TAPOITIO 2 2 4 8
Jlpyrue MeTo/ipl ayTeHTU(UKALUT 2 2 4 8
Bupycs 2 2 4 8
AHTHUBHUPYCHI 2 2 4 8
Web- Ge3omacHOCTb. 2 2 4 8
3amuTa HHGOPMAIUN B KOMIIBIOTEPHBIX CeTSIX. | 2 2 4 8
Texnuyeckas 3anmra nHdopManuu 2 2 4 8
3ammTa TOKyMEHTOB 2 2 5 9
DNeKTPOHHO-IIM(PPOBAsSI MTOITUCH 2 2 5) 9
Mertoapl cTeranorpadumu. 2 2 4.8 8,8
CoumanbHas HHXKEHEPHSL. 2 2 4.2 8,2
UTOI'O 3A CEMECTP / 3A KYPC / 11O

KOMIIOHEHTY OIIOII 30 30 60228 | 108
HNTOI'O 110 KOMITOHEHTY OIIOIT 30 30 63 108

7. OUEHOYHBIE MATEPHAJIBI (CPEAICTBA) JIUIS1 TEKVIIIET'O KOHTPOJIA
YCIIEBAEMOCTH, ITIPOMEXYTOYHOU ATTECTALIUN

7.1. KoHTpoOsbHBIE BOIIPOCHI
Yro takoe nnpopmanua? CpoiictBa uHpopmanuu. HpopmManoHHbIE TEXHOJIOTHH.
Cocrassirorue HHOOPMAIMOHHON OE30ITaCHOCTH.
[TpaBoBBIE OCHOBBI 3aIIUTHl HHPOPMALIUH.
WNudopmanus ¢ TOUKH 3peHHsT BO3MOYKHOCTH €€ pacipOCTpaHEHUSI.
Kakas uHpopmanus oTHOCUTCS K KOH(UASHINATBbHON?
Kakas naopmariist OTHOCUTCS K TOCYI1apCTBEHHON TaiiHe?
Tpu xaTeropuu cTaHIapTHONW MoJeNu 0€30MaCHOCTH.
YpoBHHU 3a1IUThl HH(OPMALIUH.
Yro Takoe Kpuntorpadus u KpUIToaHamus?
10. Iudp Lle3aps n 9aCTOTHBIN aHATH3.
11. OIudp xor.
12. CuMMeTpuYHBbIE U ACHMMETPUYHBIE KPUITTOCHCTEMBI.
13. Cummerpuunsie mmdpsl. [Ipumeps.
14. Cummerpuyunsle mudpsl. JlOCTOMHCTBA U HETOCTATKH.
15. IlpuHIMN acCUMETPUYHOTO MHU(POBAHUS.
16. Acummerpuunbie mudpsl. [Ipumepsr.
17. Acummerpuynble mudpsl. JlOCTOMHCTBA U HEJJOCTATKH.
18. KsanToBas kpurrorpadus.
19. JIBa OCHOBHBIX aNrOpUTMa KBAHTOBOI KpUnTOrpaduH.
20. Yro Takoe aBTOpm3anus, ayTeHTH(UKanus ¥ uneHTH(ukanusa? Yto Takoe X131 U
3a4€M OH HY>KEH?
21. Kakwue xenr-pyHKIUM BBl 3HaeTe?
22. J51s 4ero UCIoIb3YIOTCS Xell-(DyHKIIMN?
23. Yem ommyaroTCsA KpUNTorpaguueckue Xem-QyHKINN OT HEKPUITOTpapHIeCKuX ?
24. Yro Takoe KOJTU3US Xell-(QyHKIUN?
25. Yro Takoe mapagokc JHEH pOKICHHS U KaK OH CBSI3aH CO B3JIOMOM XemIen?
26. Meroapl B3noMa Xem-QyHKITUH.
27. Yto Takoe «pamay>KHbIE TaOIUIIB)?
28. Kaxkue BUIBI TAPOJICH CYIIECTBYIOT?
29. Yro Takoe TMHAMHUYECKHE TTapOIu?

CoNR~WNE



30.
31.
32.
33.
34.
35.
36.
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ArnmaparHas ¥ mporpaMMHasi 3aiuTa (prenku.

[TporpaMMsl [1s1 3aIIUTHI TAPOJIEM MAroK, (aiaoB U HocuTenell HHPOPMALIHIH.

UTto Takoe «IIpaBUJIbHBIN apOJIb» U KAK €0 3allOMHUTH?

Mertob1 B3j10Ma NapoJiei.

Uro Takoe «pay’KHble TaOIULIB»?

Cucremsl ayTeHTuGUKamu u uaeHTuGuKkanuu. Kinaccudukanms.

Hcnonws3yemsrii dakrop ayreHTudukanuu. [Ipuoputer ucnonbpzoBaHusi. CTemneHb

aBTOMaTu3aluu.

37.
38.
39.
40.
41.
42,
43.
44,

O 0 NNUTA A WN —

Henocratku naponsHON ayTeHTU(DUKAITUH.

AnnapaTHas ayTeHTH(UKaLUs, €€ BUAbI, JOCTOUHCTBA U HEIOCTATKH.
Buomerpuueckas ayTeHTU(UKALUS.

JIOCTOMHCTBA U HEIOCTATKU ayTEeHTU(UKALMH 10 OTII€YaTKaM HaJIbLEB.
AyTeHTH(HKAIMS 110 TEOMETPHUH JIHIA 2 BUA.

AyTeHTH(pUKaLKS IO TOJIOCY.

buomerpuyeckue TeXHOIOTUU Oy yIIETO.

PacnipocTpaneHHOCTh METOJIOB OMOMETPUYECKOH ayTeHTHU(PHUKALIUH.

7.2. BAPUAHTBI MHAUBUJIY AJIbHBIX 3AJIAHUI

. Ucropus kpunrorpaduu.

. CoBpemenHast kpunrorpagus
. KBanToBas kpunrorpadus

. ATaku Ha CauTBhl.

XSS -araku.

. SQL-arakwu.

. Meroas! B31oMa wi-fi.

. CoBpemenHast creranorpadus.
. [TouckoBuk Shodan.

. ®opeH3uka.

. Creranorpadus.

. Google Hacking

. DOS u DDOS araku.

. Honey Pots.

. AyreHTudukanus Ha cairax.

. Kykn.

. Xakepspl. CyOKynbTypa Xakepos.

. Botel. Yrpo3sl, ucxopasiue ot 60TOB.
. CucteMbl ayTeHTHU(PHUKAIHH.

. DNEKTPOHHO-IIU(PPOBAs MOIIHUCH.
. OUIIMHTOBBIE CAUTHI.

. Bupychsie ataku.

. [IpociymmuBaromuye yCcTponucTBa.

. CxkpemOIIepsl.

. HanpaBnienHbIe MUKPO(OHBI.

. Cniyumr.

. 3BpHCTH‘{CCKI/Iﬁ aHaJIN3 IJI1 aHTUBUPYCOB.

. CHudepsl.

. OXpaHHbBIE CUCTEMBI.

. Buneona0Oironenue.

. be3omacHOCTh MHTEpHETA BELIEH.
. MeTroasl KpuInroaHanusa.

. Kelinorrepsl.



33. Meroabl colnanbHON NHKEHEPUH.

34. AHTUBHUpYCHBIE TPOrpamMMbl. ECTh 11 cMbICa?

35. B3110oM MOOUIIBHBIX TENEPOHOB.

36. [IpumeHeHre HEHPOHHBIX CeTel B MH(GOPMAITMOHHONW O€30MaCHOCTH.

8. PACIIPEAEJIEHUE BAJIJIOB, KOTOPBIE I[TOJIVHAIOT OBYYAIOIIMECA

OOmiast omleHKa 3HaHUM 00ydYaIOMIMXCS MO TUCHUIUIMHE mpoBoautcs mo 100-OammpHON
IIKaJe MCXOJS M3 MaKCHMyMa, NPHUBEJCHHOro B Tabumie Hike. OpraHn3anioHHO-y4eOHas
paboTa B ayIWTOPHH OIIEHMWBACTCS HAa OCHOBE TAKUX KPUTEPHUEB KaK IMMOCEHIAEMOCTh 3aHSATHIA,
CBOEBPEMEHHOE M KadyeCTBEHHOE BBIOJIHCHWE IOMAIIHUX 3aJaHWi, aKTUBHOCTb BO BpEMs
NPOBEICHUS JICKIIMOHHBIX M MPAKTUYECKUX 3aHATHH (yd4acTHe B OOCYXICHHU TEKYLIETOo H
HPOWCHHOTO MaTepHuaa, peleHne 3a1a4 1 T.11.).

Howmepa paznenos Buapl pabot Makcumanbroe
KOJIMYECTBO OaIOB

Tekymmii KOHTPOJIb 10

Tema 1-17 NuauBuayanpHOE 3aJaHUE 10
JlaGopaTopHbIe pabOTHI 60

UTOI'O 80
3a4er 20
OOt UTOT 3a CEMECTP 100

CooTBeTCTBHE 0AIIIOB OLICHKC

O1teHKa 110 IITHOAIUILHOM IIKaJIe
KonnuectBo 6aninon "
s 100 ECTS | DOxzamen, nuddepeHunpoBaHHBIN 3auer
3a4eT

90-100 A OTJIMYHO 3a4TEHO
80-89 B 3a4TEHO
75-79 C xoportio 3a4TEHO
70-74 D 3a4TEHO
60-69 E YAOBIETBOPUTEIHHO SATTeHO
35-59 FX HE 3a4TEeHO

0-34 = HEYJIOBJIETBOPUTEIHHO e 3310

9. OBECIIEYEHUME OBPA30OBATEJIBHOI'O ITPOLIECCA JJIA JINL C
OI'PAHUYEHHBIMU BO3MOXHOCTAMU 3J0POBbBA 11 UTHBAJIN/IOB

B xozxe peanuzaiuu QUCHHUILTUHBI HCTIOIB3YIOTCS CIEAYIOMINE TOTOTHUTEIbHBIE METOIbI
00yYeHHsI, TEKYIIETO KOHTPOJIS YCIIEBAEMOCTH U MPOMEKYTOYHON aTTeCTAIlUU O0YJarOIINXCs B
3aBUCHUMOCTH OT UX UHIUBUAYATHHBIX OCOOCHHOCTEH:

1) JUTSL CIIETBIX U CIIA00BUISIINX

- JIEKIUU 0(DOPMITSIOTCS B BUJIE DJIEKTPOHHOTO JIOKYMEHTA, JIOCTYITHOTO C TIOMOIIIBEO
KOMIIBIOTEPA CO CIENUaTN3UPOBAHHBIM MPOTPAMMHBIM 00ECTICUEHUEM;

- JUIS  BBITIOJHCHWS  3aJlaHus  TpU  HEOOXOJAMMOCTH  IPEIOCTABISICTCS
YBEJIMYUBAIOIIEE YCTPOUCTBO; BOZMOXKHO TaK)KE MUCTOJIH30BAHUE COOCTBEHHBIX YBEITUYHBAIOIINX
YCTPOWCTB;

- MUCEMEHHBIC 33JIaHUsT ODOPMIISIOTCS YBEIUYSCHHBIM MIPUDTOM.

2) JUTS TIIYXUX U CIa0O0CITBIIIAIINX

- TeKIUU 0POPMIISIOTCS B BHJIE DJIEKTPOHHOTO JIOKYMEHTA,
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— MMMCbMEHHBIC 33JITaHUS BHITOHSIOTCS Ha KOMITBIOTEPE B MUCEMEHHOU (opme;

- 9K3aMEH TIPOBOJUTCS B MHChMEHHOH (opMe Ha KOMIBIOTEPE; BO3MOXKHO
npoBesieHue B (hopMe TeCTUPOBAHMUS.

3) JUTSL JIAI] C HAPYIICHUSIMH OTIOPHO-/IBUTATEILHOTO amiapara:

— JeKIUHA 0(POPMIISIOTCS B BHJIE SJIEKTPOHHOTO JOKYMEHTA, JOCTYITHOTO C TIOMOIIBIO
KOMIThIOTEpA CO CIEIMATH3UPOBAHHBIM ITPOrPAMMHBIM 00eCTICUeHHEM;

— MMCEMEHHBIC 33JIJaHUS BBITOTHIIOTCS HA KOMITBIOTEPE;

- 9K3aMeH U 3a4€T MPOBOIATCS B YCTHOU (pOpME MIIH BBIMOJIHSIOTCS B MMUCHMEHHOM
dbopMe Ha KOMIThIOTEDE.

[Tpu HEOOXOIMMOCTH TIPETyCMATPUBACTCS YBEITMYCHUE BPEMEHH IS IIOATOTOBKU OTBETA.

[Iponienypa  mpoBeACHHsST  NPOMEXKYTOYHOM  aTTecTaliii Uil OOydYarommxcs
YCTaHABJIMBACTCSI C YYETOM WX HMHIUBUAYAIBHBIX TICHXO(DHU3MYECKHMX OCOOCHHOCTEH.
[TpoMexxyTodHast aTTECTAIHUS MOYKET TPOBOAUTHCS B HECKOJIBKO JTAIIOB.

[IpoBenenne mpoueAypbl OICHUBAHUS PE3YJIbTaTOB OOyYEHHUS JIOMYyCKAeTCs C
WCIIOJIb30BaHUEM JIMCTAHITMOHHBIX 00pa30BaTEIIbHBIX TEXHOJIOTHIA.

ObecnieunBaeTcst 1OCTyN K MHPOPMAIIMOHHBIM U OubnuorpadudeckuM pecypcam B CETH
WuTepHeT U1 KaXIoro oOydaromierocss B ¢opMmax, aJalnTHPOBAHHBIX K OTPAHUYCHUSM HX
3JI0POBbSI U BOCIIPUATHUS HH(DOpMAIUH:

1) JUTSL CJICTIBIX U CITA00BUISIIINX :

— B IICUATHON ()OpPME yBEIUUCHHBIM IIPUPTOM;

— B (hOpMe DIEKTPOHHOTO JOKYMEHTA;

2) JUIS TITYXHUX ¥ Ca0OCbIIIAIIIX:

— B [IEYAaTHOH (opme;

— B (hopMe IIIEKTPOHHOTO JJOKYMEHTA.

3) 11 00YYaroIIUXCs ¢ HAPYIICHUSIMU OMOPHO-/IBUTATEIBHOTO arlapara:

— B IIEUaTHOH Qopme;

— B (hopMe ANIEKTPOHHOTO JOKYMEHTA.

10. MATEPUAJIBHO-TEXHUYECKOE OBECITEYEHUE YYEBHOI'O ITPOIIECCA

VYuebnble 3aHATUA npoBoaATcs B kopmyce Ned JTonI'V (r. Joneuk, np. TeatpanbHhslid, 13).
Jlns npoBenieHns JEKIMOHHBIX U MPAKTUYECKUX 3aHATUI Tpebyercs aynuTopus, 000pya0BaHHas
MEJIOBOM WMJIM MapKepHOW JOCKOW, MyJIbTUMEIUNHHBIA MPOEKTOP M AKPaH, HOYTOYK, KOMIUIEKT
y4yeOHOM MeOenu Il CTyACHTOB, pabodee MEeCTO TpernojaBarelisi, BbIxoj B MHTepHer —
IPOBOJHOM WITH C UCTIONb30BaHueM Wi-Fi.

Jia mpoBeneHUs J1a0OpaTOpHBIX 3aHATUH Tpedyercs sabopaTopus, OCHAIEHHAs
KOMITbIOTEPaMHU C YCTaHOBJIEHHBIM CHEIMaJIbHBIM MPOrPAMMHBIM OOecliedeHneM, YKa3aHHbIM B
nyHkre 13.

Ui caMOCTOSITEIbHOM paboThl HMCIONB3YIOTCS TEKCTOBBIE M 3JIEKTPOHHBIE PECYPCHI
Hayunoil 6MOIMOTEKH YHUBEpPCUTETa M JPYTUX DJIEKTPOHHBIX OMONIMOTEUHBIX 0a3 JaHHBIX,
yueOHO-MeToIuuecKoe oOecreyeHne, NpeACTaBICHHOE B Y4eOHO-METOIUYECKOM KaOuHeTe
['maBHOTO KOpITyCa (aym.405).

OOyuaronyecss HWMEIOT BO3MOXHOCTb  HCIIONB30BaTh y4eOHBbIE MaTepHajbl IO
JTUCIUTIINHE, pa3MelieHHble Ha tiatdopme Moodle IlenTpa aucTaHIIMOHHOTO OOpa3oBaHUS
OI'bOY BO «/lonl'Y». IIpn u3yyeHUH AUCHMIUIMHBI IPUMEHSIOTCS 3JIEKTPOHHOE O0y4YeHHEe U
JTUCTaHIIMOHHBIE 00pa30BaTeNIbHbIE TEXHOJIOTHH.

C  ucmonp30BaHMEM  pecypcoB  IUIAT(GOPMBI  JUCTAHLMOHHOTO  OOpa3oBaHMS
OCYIIECTBIISIETCS TEKYIIUH KOHTPOJIb 3HAHUN OOy4aroluMXcs Ha OCHOBE TECTUPOBAHUA U
IPOBEPKU PE3YIbTATOB CAMOCTOSATENBHOM paboThI.
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11. PEKOMEHIAYEMAS JIMTEPATYPA

11.1. OcHoBHas nmuTEpaTypa

1. Teopernyeckre OCHOBBI KOMIBIOTEPHOM 0€30MacHOCTH: Yuebd. mocobue ajisi By30B 10
crienranbHOCTH "KoMmbroTepHas 6e3omacHocts u ap. / I1. H. JleBsaun, O. O. Muxansckuii, /1. U.
[TpaBukoB u 1p. — M. : Paauo u cBs3p, 2000. - 192 ¢

2. Kopt, C. C. Teopernueckrie OCHOBBI 3aIllUTHl MH(pOpMaNUH : Y4ed. mocodoue s
CTYJICHTOB BY30B, 00yJarOIIUXcs Mo rpynme crei. B 0071. uadopm. 6ezonacHoctu / C. C. Kopr. -
M. : I'emmoc APB, 2004. — 233 c.

3. 3amura nporpammuoro obecrieuenws / [[1. ['poysep, P. Carep, [Ix. @urc u np.] ; mox
pen. . I'poyBepa ; nep. ¢ anri. B. I'. [loremkuna u np. ; nox pea. B. I'. [Toremkunna. — Mocksa :
Mup, 1992. - 286 c.

4. 3aBropoanuii, B. . KomriekcHas 3amura uHGOpMaIui B KOMITBIOTEPHBIX CUCTEMAX :
VY4eb. mocobue s ctynenToB By3oB / B. U. 3aBroponnuii. — M. : Jloroc, 2001. - 264 c.

11.2. JlononHuTeNbHAS TUTEPATYpa

5. Paccen, Y. Microsoft Windows Server 2008 : cipaBounuk anmuauctparopa / U. Paccenn,
. Kpoydopa. — Mocksa : OKOM Ilabaumeps, 2009. - 1321 ¢

6. IlporpammHo-anmnaparHble cpencTBa obdecneueHrus MHPOPMAMOHHON 0€301acHOCTH:
3amuta nporpamm. u gaHHbiX / [LIO. benkun, O.0. Muxansckuii, A.C. IlepmakoB u ap. — M.:
Panno u cBs3w, 2000. - 169 ¢

7. bezonacHocTh kKoMmblOTepHBIX ceTeil Ha ocHoBe Windows NT / B. C. Jlronapes, K. B.
Epmaxos, E. b. Pynnsrii, Y. B. Epmakos. - M.: Pyc. pea. TOO Channel Trading, 1998. — 304 c. +
Onekrp. ontud. auck (CD-ROM).

12. ”THOOPMALIMOHHBIE PECYPCBI

1. Uutepuer-OcHOBBI HHpOpMaMOHHOM Oe3omacHocTu . — URL: http://www.intergu.ru/

2. Cetp HaunHaronwmx mporpammuctos. — URL: http://www.it-n.ru/

3. Knaccugukanus MexaHu3MoB ayTeHTU(UKAUK MoJb30BaTenei u ux o63op . — URL:
https://habr.com/ru/post/177551/

4. SQL unbekiun. [IpoBepka, B3nom, 3amuta . — URL: https://habr.com/ru/post/130826/

5. XSS rnazamu 3noymsmuieHarka. — URL: https://habr.com/ru/post/66057/

6. Stealthphone: 3amura MukpodoHa MOOUIBHOTO TenedoHa OT HECAHKIIMOHUPOBAHHOTO
sriouenus . — URL: https://habr.com/ru/company/ancort/blog/160215/

7. OCHOBHBIE  MapaMeTpbl  MepejaTyukoB M npuemHukoB . —  URL:
https://radiokot.ru/start/analog/bugs/02/

8. Hayunas snektponHas OubGnumoreka elibrary.ru : uHdopm.-anamur. nopran / OOO
Hayunas snektponnas 6unbnmoreka. — Mocksa : OOO Haywu. anekrpon. 6-ka, cop. 2000-2022. —
URL: https://elibrary.ru (mara o6pamenus: 01.01.2023). — Pesxxum nmoctyma: amst 3aperucTpup.
MOJIb30BaTeNei. — TEKCT : ANEKTPOHHBIN.

9. OnexTpoHHblii karajor Hayunoit Oubnanorexkun J{OHELKOro ToOCYIapCTBEHHOTO
yauBepcutera. — Jlonenk : Hb Houl'V, 1999— . — URL: http://catalog.donnu.education (mara
obpamienus: 01.01.2023). — TekcT : 3MeKTPOHHBIN;

10. YueOHUKH u apyrue KHUTH o MaTeMaTHKe URL:
http://eqworld.ipmnet.ru/ru/library/mathematics.htm (mara o6pamenus: 31.03.2023). — Pexum
JIOCTYyTIa: CBOOOAHBIN. — TEKCT : JIEeKTPOHHBII

11. Texuuueckast bubmuorexka URL: http://techlibrary.ru/ (nara obpamenus: 31.03.2023).
— Pexxum noctyna: cBoOOIHBIN. — TeKCT : AIeKTpOHHBIN;

12. Hayunsie xypHansl ®I'BOY BO «lonl'V» URL: http://donnu.ru/science/journals
(mata obpamenus: 31.03.2023). — Pexxum moctyma: cBoOOOAHBINA. — TEKCT : 2IEKTPOHHBII.

13. ITIPOTPAMMHOE OBECIIEYEHUE
1. Windows 7 PRO (kopnoparuBHas smnen3us JJorl'Y Ne 46484614)
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2. Microsoft Office (koprnopatusHas aunen3us oY Ne 46472919)

3. Sunexc bpaysep (cBo6oano pacnpoctpansemoe [10)

4. AwntuBupyc Kacnepckoro, Adobe Acrobat Reader, xPDF (nmuensuun GPL, Apache,
BSD m1st cB0OO0AHOTO MPOTPaMMHOTO 0OCCTICUCHHMS )

5. Kali Linux (cBo6oauo pacnpoctpansemoe [10)

6. Stegsolve (cBoboano pacnpocrpansemoe I10)



