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®enepanun o1 17 HostOpst 2020 r. Ne 1427 (¢ w3m. m gom.). Ilopsaka opraHuM3anud U
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PyxoBogurens 0cHOBHO# mpodeccHoHaIbHOM /)

00pazoBaTeNBEHON TPOrPAMMBI /[17»
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1. MECTO KYPCOBOU PABOTHI B CTPYKTYPE OEPA30BATEJILHOI ITPOT'PAMMBbI

1.1. TpeGoBaHus K MpeABAPUTEIBHON MOATOTOBKE OOYYArOIIMXCS, MPEIIIECTBYIOMNE H
COITyTCTBYIOIIME TUCIUILIMHBI, HA KOTOPBIX OCHOBBIBAETCS H3yUCHHE JAHHOM:

Wudopmaruka,  MHbOpManMoOHHbIE  TEXHOJOTHHM,  TEXHOJOTMM U METOIbI
NpOrpaMMHpPOBaHus, SI3bIKM TporpamMMupoBanusi, Teopuss wuH(MOpMAIUK, ApPXUTEKTYpa
KOMITBIOTEPHBIX cHcTeM, [1akeThl NpUKITaaHbIX IporpaMM [Tt 00padoTku n3o0paxenuii, Moaenu
U METOIbI O€30MMaCHOTO MHPOPMAITMOHHOTO OOMEHa.

1.2. JlucuniuimHpl, KypcoBble PaOOTHl M MPAKTHKH, Ui KOTOPHIX OCBOCHHE JIAaHHOM
JUCIUTUTMHBI HE0OX0AUMO KaK MPeIIIeCTBYOIIEE:

Web-nporpammupoanue, [IporpaMMHO-anmapaTHble CpeACTBa 3allUThl HH(GOPMAIHH,
Metoap! 1 cpeacTBa KpUNTOrpapUUeCKOM 3aIUThl HH(OPMAIIHH.

Hcronp3yrorcsi  NpH  HAIMMCAHWUHM  BBITYCKHOW  KBAIM(HUKAIMOHHOW  paloTHI,
[Ipon3BoaCTBEHHAsT ~ MpaKTHKAa:  HAyYHO-HCCIENOBaTelbcKas — pabora  (oOs3arenbHas).
[IpousBoaCTBEHHAS NMPAKTUKA: IPEINIUIOMHA ITPAKTHKA (00sM3aTeIbHAas).

2. OIIUCAHME KYPCOBOM PABOTHI

2.1. Obmas XxapakTepuCTHKA
HaunMmeHoBaHuUE mokaszaresns 3HaueHHe TOKa3aTels
Ha3zBanue 00pa3oBaTebHOM MPOrpaMMbl 10.03.01 NudopmarmonHast 6€30MacHOCTh
(ITporpamma OakanaBpuara
WudopmanronHas 6€301MacHOCTD)

[Iudp 1 Ha3BaHUE B COOTBETCTBUU C b1.5.M3.18 KypcoBas paboTa no

Y4eOHBIM IIJIAHOM qucrumuivie "OcHOBBI HH(OpMaLlMOHHOM
6e3onacHoctu"

YacTs 00pa3oBaTeabHO MPOrpaMMbl bazoBasi(00si3aTenpHas) 4acTh

KomuuectBo 3a4eTHBIX e1uHUL / BCETO 4acoB 15/54

2.2. Pactipenienenrie 4acoB 1o ¢gopMam U nmeprogam o0ydeHHsI

OO0111€e€e KOJIMYECTBO YaCOB
o
& CaMOCTOSI-
dopma g 8 5 -
> | & | jekuu- | nabopa- | MpaKTH- | TENbHOH dopma
00y4eHus 2| 3 BCETO

59 OHHBIX | TOPHBIX | YECKHX | paboOTHI + KOHTPOJIS

KOHTPOJIb
Ounas, Bcero 2 4 - - - 54 54 3a4er

3. LIEJIU KYPCOBOM PABOTHI

3akperuieHue 3HaHUM O MOHATUSAX HAllMOHAJIHHOM 0E30MacHOCTH; BUIAX 0€30IacHOCTH;
Wb B cucremMe HalMOHAJILHOM OE30MACHOCTU, OCHOBHBIX ITOHSTHM, OOIIEMETOMOJIOTHUYECKUX
npuniunoB teopun UMb; ananmmze yrpoz Wb, mnpobiem uH(OPMAIMOHHOM  BOWHBI;
rocy/1apcTBEHHOW MH(OPMallMOHHONW NOJUTHKU; BUJaX HH(GOpMallMU; METOJaxX U CpelCcTBax
obecnieuenus Mb; meronax HapymieHHs KOH(QUACHIIUMAIBHOCTH, LEIOCTHOCTH M JIOCTYIHOCTHU
uH(pOpMaluy; TpUYUHAX, BUJaX, KaHalaX YTeUKU U UCKaXKeHUs HH(OPMALIUH.
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4. KOMIIETEHIIM OBbYYAIOIIEI'OCS1, ®@OPMUPYEMBIE B PE3VJIbTATE
OCBOEHUMS KOMIIOHEHTA OBPA30OBATEJIbHOU ITPOI'PAMMEI, UX NH/IUKATOPDLI
N INTAHUPYEMBIE PE3VIIbTATBI ObYUYEHU A

4.1. KomnereHnuu

KomMmnerenuuun WHukaTopsl Pe3ynbTarsl 00yueHus

YK-6. Cniocob6en ympasiats | YK-6.1. Cnocoben | YK-6.1.1. 3Haer OCHOBBI  Taim-
CBOUM BPEMEHEM, | YIPABIATh  CBOMM | MEHEDKMEHTA,  YIPABICHUS  CBOUM
BBICTPAaNUBaTh U | BpEMEHEM, BpPEMEHEM.
peanu3oBbIBATh BBICTPaUBaTh u | YK-6.1.2. VYmeer oOpraHu3oBbIBaTh
TPAEKTOPUIO CAMOPa3BUTHSL | pEAIM30BbIBATD CaMOCTOSITENIbHYIO pabory,
Ha  OCHOBE  IPUHLUIOB | TPAEKTOPHUIO IUIAHUPOBATh ~ dTallbl  MCCIEAOBAHUA,
o0pa3oBaHMsl B TEUYEHME | CAMOPA3BUTHUSA Ha | YKJIa/bIBaThCsl B HA3HAYCHHBIE CPOKH.
BCEH )KU3HU. OCHOBE IPUHLHUIIOB

00pazoBaHus B

TEYEHUE BCEH JKU3HU.
OIIK-2. Cnocoben | OIIK-2.1 OIlK-2.1.1. 3HaeT  COBpPEMEHHbIE
MIPUMEHSTh YMeeT  OpUMEHATH | IPOTPAMMHBIE CPEACTBA CUCTEMHOTO U
UH(pOPMAaIMOHHO- MH(pOPMAaLMOHHbIE HPUKIIAJHOTO Ha3Ha4YeHUs
KOMMYHUKAI[IOHHBIE TEXHOJOTMH, B TOM | OT€UYECTBEHHOI'O MPOU3BOJICTBA.
TEXHOJIOTUH, MPOrPaMMHBIE | YUCIIe a3biku | OIIK-2.1.2. VYmeer  ucnonb30BaTh
CpPEICTBAa CHCTEMHOr0 MU | IPOrpaMMMPOBAHUS | COBPEMEHHbBIE IPOIPAaMMHBIE CPEICTBA
IPUKIIQJHOTO HA3HAYCHMS, B | JUI1 PELICHUs 3a/ad | CHCTEMHOIO u IIPUKJIAJHOTO
TOM YHCJI€ OT€YECTBEHHOTO | NIPO(ECCUOHATBPHON | HA3HAYeHWs]  JUIsl  pellieHus  3aaad
IIPOU3BO/ICTBA, JUIS | JeSITEIbHOCTH. MHGOPMALIMOHHOM 6€30MacHOCTH.
pelieHus 3a1a4
npodeccnoHanbHOM
JEeSITEJIbHOCTH.
OIIK-5. Crocoben | OINK-5.1 OIIK-5.1.1.
NPUMEHSTh HOpMaTHBHEIE | BriOupaer 3HaeT HOPMAaTUBHBIE IPABOBBIE AKTHI,
IIPaBOBBIE aKThl, | HOPMATUBHBIE U | HOpMAaTUBHBIE u METOINYECKUE
HOpPMAaTHBHBIC U | IPaBOBBIE aKThl, | TOKyMEHTHI, peraaMeHTHpYIoIIHe
METOJINYECKUE JTOKYMEHTHI, | METOJUYECKHE JeSTEeIBHOCTD 10 3aluTe UHPOPMALUU
perilaMeHTHpYIoIe JIOKYMEHTBI u|B chepe npogdeccroHanbHOI
JEATEIBHOCTh 10  3aIIUTE | UCIOJIb3YET B | J€ATEIBHOCTH M yMEET MX NPHUMEHSTh
uHpopmaniuu B cepe | npodeccuoHANBHOW | IS pemieHus 3anasi WHOOPMAIMOHHOM
npogeccuoHaIbHON JESATEIIBHOCTH. 0€30IacHOCTH.
JIeSITENIbHOCTH.
OIIK-6. Cmocobern mpu | OIIK-6.1 OIIK-6.1.1.
peleHnn Criocoben 3HaeT MeTo/1bl 00paboTKH MH(POPMAITUH
npodeccuoHaNbHbIX 3a/ad | IPUMEHATh c
OpPraHM30BBIBATH  3AILUTYy | COBPEMEHHbIE HCII0JIb30BaHNEM COBPEMEHHBIX
uHpopManuu TEXHOJIOTHUHI JUISL | TEXHUYECKHUX
OTPaHUUYEHHOTO JOCTyNa B | 3aILUTHI CPEeACTB KOMMYHUKAIMH U CBSI3H.
COOTBETCTBUU ¢ | uHpopManuu B | OIIK-6.1.2.
HOPMAaTHBHBIMHU ITPABOBBIMU | COOTBETCTBUU c | YMeeT uCHoJab30BaTh COBPEMEHHBIE
aKTaMy, HOPMATHBHBIMH M | COOTBETCTBYIOLIUMH | HHPOPMAIIMOHHO-KOMMYHUKALIMOHHbBIE
METOAMYECKUMHU HOPMAaTHBHBIMU TEXHOJIOTUM  JJIsl  pEIIeHus  3ajad
JNOKyMEHTaMH JTOKYMEHTaMHU. MH(OPMALIMOHHON  O€30MacHOCTH B
denepanbHON CITYKOBI COOTBETCTBUHU c HOPMAaTHUBHBIMHU

Oe3omacHocTH Poccuiickoi
Oenepanun, DenepaibHOU

IMPaBOBbBIMH AKTaMH, HOPMAaTUBHBIMU U
METOJHYCCKHUMU JOKYMCHTaAMH




CITy’)KOBI TIO TEXHUYECKOMY denepanbHO  CITy>KOBI  0€30MIaCHOCTH
Y SKCIIOPTHOMY KOHTPOJIIO. Poccuiickoit @enepanun, OeaepaibHOM
CIy’)kObl 1O  TEXHHYECKOMY |
HKCIIOPTHOMY KOHTPOJIIO.
OIIK-8. Crnoco6en | OIK-8.1. OIIK-8.1.1.
OCYIIECTBIISTh non6op, | OcyuiecTBiser Ymeer OCYIIECTBIISATh nonoop,
u3ydeHne u 0000meHue | moadop, U3yueHUe | | u3ydeHne u  000OIIeHHuEe Hay4HO-
HAy4YHO-TEXHUYECKON 0000111eHEe HAYYHO- | TEXHUYECKOM JUTEPaTypHl,
TUTEPATyphbl, HOPMATHUBHBIX | TEXHUYCCKOU HOPMAaTUBHBIX u METOTUIECKUX
u METOJIUYECKHX | JTUTEPaTyphl, JIOKYMEHTOB B IIEJIIX pEIIeHUs 3a7ay
JOKYMEHTOB B IIeNSIX | HOPMATHBHBIX U | IpoeCCHOHANBHON JESATEIBHOCTH |
pelieHus 3a/la4 | METOAMYECKUX UCIONB3YeT  WUX Uil pelIeHus
npogeccuoOHaTbHON JOKYMEHTOB B IeJISIX | MPO(eCCHOHANBHBIX 3a/1a4.
JeSITeIbHOCTH. pelieHus 3azaq
poQeCCHOHAIBHON
JIESITEIbHOCTH.
5. IPOTPAMMA KYPCOBOM PABOTHI

HasBanue temnl

Kpatkoe cogepxanue TeMbl (BOIPOCH TEMbI)

1. Bribop
paboThI

TCMBI

KypCOBOM

TCMBI.

1. Be16op TeMbl U3 NPEeJIOKEHHOTO CIIMCKa UM COOCTBEHHOU

2. VI3y4eHue UCTOYHHUKOB U
JUTEPATYPHI 110 BEIOPAHHOMN
npoOyieMaTuke.

2.1. Ananu3 nuTepaTypHBIX HCTOYHHUKOB.
2.2. BeimucaTth Haubosee 3HauuMble UI€U U MTOJIOKEHHUS.
2.3. HameTuTh MyTH pelieH st TOCTABICHHBIX 3a/1a4.

3. CocraBienue miaHa
HUCCICIOBAaHUS.

3.2. I[locTra”oBKa 11eIe€il U 3a1a4
3.3. O00ocHOBaHNE METOLOIOTHH.

3.1. Beibop 00beKTa U IpeIMeTa NCCIIeTOBAHMS.

3.4. CocraBiieHuE IUIaHA UCCIENOBAHUA.

4. Hanmucanue KypcoBoit
paboThI COTIACHO TIIaHy

4.1. Hanncanue nuto630pa.

4.3. OnucaHye BBITOJIHCHUS HpaKTH‘{eCKOﬁ JacTu

4.2. IIpoBeeHne 3KCIIEPUMEHTOB, HAMMCAHUE TPOTPaMMBI.

5. ®opMyIHpOBKa BHIBOJOB 1O

TEMATUKEC UCCIICIOBAHUA.

5.1. ®opmynrpoBKa BEIBOJIOB
5.2. Hanmcanue 3aKi0ueHus.

5.4. Buecenue
PYKOBOJIUTEII.

IIpaBoOK IO

3aMCYaHHAM

5.3. llpenocrasienre pabOTHI HAYYHOMY PYKOBOIHUTEIIIO.

HAy4HOTO

6. Odopmiienue TekcTa
KypCOBOH paboOThI COTJIaCHO

MCTOANYCCKUM PCKOMCHAAIIUAM

6.1. OdopmireHme TeKkcTa
6.2. [TpoxosxIeHuEe HOPMOKOHTPOJIS.

6.3. BHeceHne paBoK 10 pe3yJIbTaTaM HOPMOKOHTPOJISL.

7. IlpenocraBienue KypcoBoi

Ha Kadeapy

7.1. Ileyats KypcoBoi pabOTHI

7.2. lloanuce y Hay4HOrO PyKOBOJMUTEIIS

7.3. IlpenocTaBienre TOTOBOM KypcoBOM Ha Kadeapy

8. 3ammra KypcoBoit

8.2. 3ammTa KypcoBOii.

8.1. [ToaroToBKa MpPE3eHTAIIUH ¥ JTOKJIAJIa.
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6. CTPYKTYPA U COJEPXXAHUE KYPCOBOI PABOThI

6.1. ®opma obyueHus — ouHasi, Kypc — 2, cemectp — 4

KosauuecTBo 4yacoB
HawnmeHoBaHuUs pa3/iesnioB ¥ TeM Tlexi. | Jla6op | Ipaxr. | CPC+K | Beero
Br160p TeMbI KypcoBOii paboThI - - - 1 1
W3ydenue WCTOYHMKOB W JIUTEPATyphl 10 i ) i 10 10
BBIOpaHHOM MpOOIEMaTHKE.
CocraBiieHue 11aHa UCCIIEIOBAaHUS. - - - 4 4
Hanucanue kypcoBoii pabOThI COTIIACHO IMJIAHY - - - 30 30
@®opMyIMpoBKa  BBIBOJOB 10  TEMAaTHKE i ) i 10 10
WCCIICIOBAHMSL.
OdopmiteHre TeKcTa KypcoBOoi pabOThI COTJIACHO i i i 3 3
METOJIMICCKUM PEKOMEHTAIHSIM
[IpenocraBienue KypcoBoiil Ha Kadenpy - - - 2 2
3amuTa KypcoBO - - - 1 1
UTOI'O 3A CEMECTP / 3A KYPC / 11O ) ) i 54 54
KOMITOHEHTY OIIOIT
NTOI'O ITO KOMITOHEHTY OIIOIT - - - 54 54

7. OHEHOYHBIE MATEPUAJIBL (CPEACTBA) JISI TEKYIIIET'O KOHTPOJIA
YCIIEBAEMOCTU, IPOMEXYTOYHOU ATTECTALINUN

7.1. TlpumepHbIE TEMBI sl KYpCOBOM PaOOTHI

Panuosaknannele ycrpoiictsa FM-auanasoHa.
Pazpaborka makera BADUSB.
Pa3paboTka KpUNTOCTONKOrO reHeparopa IceBaoCIydaiiHoON MoCae10BaTeIbHOCTH
B3snom xema nmpu momonm paayHbX Tadmui. [IporpaMmvuas peanmzanusi.
Peanu3zanus KIMeHT-cepBepHOro NPUI0KEHUS IS YAAJICHHOTO JIOCTYTIA.
[TpumeHneHue koaupoBKU base64 u peanuzanus B J€MOHCTPAILIMOHHOM porpaMme.
Co3naHue nporpaMMsl JJisl AEMOHCTPALIMHU Pa3IMYHBIX METOJI0B MIM(poBaHUs
Peanmzanus nepecTaHOBOYHBIX MH(POB U B3JIOM HX YaCTOTHBIM aHAIH30M.
WHCTpyMeHTBI CKaHUPOBaHUS MOPTOB. PacimypenHoe ckaHupOBaHuUE.

10. Co3pmanue MpOrpaMMHOTO HITH aIlapaTHOTO Keirorrepa.

11. Co3panue creraHorpauyeckoro ajaropuTMa.

12. Coznmanue reHeparopa 0€30MacHBIX MMAPOJICH.

13. BcrpauBanue uHpopmanuu B n3odpaxenue merogom LSB.

14. Anroput™ jpeg (I1eMOHCTpallMOHHAS TPOrpaMMa).

15. Hucrpymentsl Kali Linux. [Ipumenenune uncrpymentoB Kali Linux ans peuenus
3aja4 1o 0ezonacHoctu. PazpaboTka 1abopaTopHO pabOTHI.

16. Co3znanue nporpaMmsl it 00(ycKalnuy KoJia MporpaMmBbl.

17. PazpaboTka 3anuiieHHON 0a3bl JaHHBIX.

18. DkpaHupoBaHuEe TOJB30BaTENLCKOrO BBOAA. Paszpaborka html cranuuer s
0e30MmacHOro BBO/Ia MapoJsl.

19. PazpaboTka mporpaMMHOIO MOJYJIsl /Ul B3JIOMa XEIIMPOBAHHOIO MapoJisi METOJIOM
opyT-dopca.

20. IIpumeHeHHe 330TEPHUUECKUX A3BIKOB IPOrpaMMHUPOBAHUS sl 00 yCKaIuu Koaa.

21. TIpotokons! mudpoBanus wi-fi (mporpaMmMHast peau3aiis OJHOTO U3 MPOTOKOJIOB.

22. Artaka nepenonHenue Oydepa (IpuMepsl aTak ¢ ONKUCAHUEM).

23. DOxkcmontel.  Metasploit  Framework (ucmosip3oBanne + — aBTOMaTHYECKHMA
SKCIUIOUTHT).

CoNoOR~WNE
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24. Yrumatel nslookup, whois, netcat, openssl, nmap. (mpoBecTu pa3BeaKy s aTaKu Ha

caur).

25. Kopawr Puna-Conomona (mpumenenue B QR komax)

26. HccnenoBaHue ys3BUMOCTEH CallTOB IMporpaMmoii Acunetics.
IIPUIIOKEHUH.

27. Jlopku

JJIA

MOUCKA  ySI3BUMBIX  web-

9KCIUTYaTHPOBATh YSI3BHUMOCTb.
28. TecTtupoBaHue MPOTPaMM JIJIsl BOCCTAHOBJICHUS JAHHBIX HA JUCKE.
29. TI'pab6ep mis yatoB ¢ Telegram API
30. IIepexsar http-3ampocoB mpu nmomoimy Burp Suite
31. CkanupoBaHue mopToB Nmap.
32. Coznmanue tcp (http) cepBepa Ha cokerax (Python)
33. PaspaboTka kamuu (C IPOBEPKOA).
34. CpaBHUTENBHBIN aHATU3 IPOTPAMM JIJIs B3JIOMa MapoJIeH.
35. IIporpamma ajis qeMOHCTpauu airoputMa Xaddmana.
36. Peamuzanus cxemsl pasznencnus cekpera [llamupa.

IIpoBecTn  mowuck,

8. PACIIPEJEJIEHUE BAJIJIOB, KOTOPBIE ITOJIYYHAIOT OBYUAIOIIMECA

OO0mast olleHKa 3HaAHUKM O0ydYaromMXCs MO AUCHUILTHHE npoBoauTcs 1no 100-6annbHOM
IIKajJe MCXONs M3 MaKCMMyMa, MPUBEIECHHOTO B Tabmuie Hrke. OpraHu3allMOHHO-ydeOHas
paboTa B ayAUTOpUM OIICHUBAETCS HAa OCHOBE TaKMX KPUTEPUEB KaK IMOCEIIAeMOCTb 3aHATHUH,
CBOEBPEMEHHOE M KauyeCTBEHHOE BBIMIOJIHEHUE JOMAIHUX 3aJaHUN, aKTUBHOCTH BO BpeMs
MPOBEJCHUS JIEKIMOHHBIX M MPAKTUYECKUX 3aHATUH (ydacTHe B OOCYXKICHHH TEKYIIero u
MPOMICHHOT'O MaTepuaa, pereHue 3aaad 1 T.11.).

Howmepa pasnenos Bunsr pabot Makenmanproe
KOJIMYECTBO 0aJIOB
KypcoBas pabora conepxanue 70
tema 1-17 KypcoBast pabota opopmieHue 15
KypcoBas paboTa nokian 15
HUTOT'O 100

CooTBeTcTBHE 0AJLIOB OIIEHKE

O1teHKa 110 IITHOAIUILHOM IIKaJIe
KomnunuectBo 6annoB "
s 100 ECTS | DOxzamen, nuddepeHunpoBaHHBIN 3auer
3a4er

90-100 A OTJINYHO 3a4TEHO
80-89 B 3aYTE€HO
75-79 C XOpOILo 3a4TEHO
70-74 D 3a4TEHO
60-69 E YIOBJICTBOPUTEIIHEHO aTTemHo
35-59 FX HE 3a4TEeHO

0-34 F HEYJIOBJICTBOPHUTEIHLHO o 3a9TemH0

9. OBECIIEUEHUME OBPA30BATEJIBHOI'O ITPOLIECCA IJIS JINL C
OI'PAHMYEHHBLIMU BO3MOXHOCTAMUA 3I0POBbBA 1 MTHBAJIN/IOB

B xone peanuzanuu JUCITUTUTMHBI UCTIOIB3YIOTCS CASAYIOIINE JOTTOTHUTEIHHBIE METO B
00y4YeHHs1, TEKYIIETO0 KOHTPOJISl YCIIEBAEMOCTH U MPOMEKYTOYHON aTTeCTAlluU O00YYaroIIuXCs B
3aBUCUMOCTH OT UX MHAUBUIYAJTBHBIX OCOOCHHOCTEH:

1) IUIA CIIENBIX U CIa00BUIAILNX
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— TeKIUU 0(hOPMITSIOTCS B BUJIE JIEKTPOHHOTO IOKYMEHTA, IOCTYITHOTO C TIOMOIIBIO
KOMIThIOTEPA CO CHEIMATH3UPOBAHHBIM ITPOrPAMMHBIM 00eCTICUCHHEM;

— JUIs  BBINIOJHEHUS ~ 3aJaHWs  Tpd  HEOOXOAMMOCTH  MPEJOCTaBIIACTCS
YBEIMYHBAIOIIEE YCTPOWCTBO; BO3MOXKHO TAK)KE UCIIOJIb30BaHUE COOCTBEHHBIX YBEITMYMBAFOIINX
YCTPOWCTB;

- MUChbMEHHBIC 3a7]aHusT O(POPMIISIFOTCS YBEITUYCHHBIM IIPH(PTOM.

2) IUTSL TIIYXHX M C1a00CIbIIAIINX

- JEKIH OPOPMIISIOTCS B BUJIE SJIEKTPOHHOTO JJOKYMEHTA;

— MMMChMEHHBIC 33JIaHUS BHIIIOHSIOTCS HA KOMITBIOTEPE B MUCbMEHHOU (opme;

- 9K3aMEH TIPOBOJUTCS B IHCHBMEHHOH (OpME Ha KOMIBIOTEPE, BO3MOXKHO
npoBeeHue B (hopMe TeCTUPOBAHMUS.

3) JUTSL JIAT] C HAPYIICHUSIMH OTIOPHO-/IBUTATEIIBHOTO amiapara:

— JeKIUH 0(POPMIISIOTCS B BHJIE SJIEKTPOHHOTO JOKYMEHTA, JOCTYITHOTO C TIOMOIIBIO
KOMIThIOTEpA CO CHEIMATH3UPOBAHHBIM MTPOrPAMMHBIM 00€CIICUCHHEM;

— MMMCbMEHHBIC 33]IaHUS BBITOJHSIOTCS] Ha KOMITBIOTEPE;

— 9K3aMeH U 3a4€T MPOBOIATCS B YCTHOU (pOpME MIIHM BBIMOJIHSIOTCS B MUCHMEHHOM
dbopme Ha KOMIIBIOTEpE.

[Tpu HEOOXOIMMOCTH MPETyCMATPUBACTCS YBEIUYCHUE BPEMEHH JJIS IIOATOTOBKHU OTBETA.

[Iponienypa  mpoBeACHUST  NMPOMEXKYTOYHOM  aTTecTallik I OOyYaroUIuXcs
YCTaHABJIIMBACTCSI C YY6TOM HMX HMHIUBUAYAIbHBIX TCHXO(DU3MYECKHMX OCOOCHHOCTEH.
[TpomexyTouHas aTTecTalus MOXKET IPOBOJUTHCS B HECKOJIBKO ATAIIOB.

[IpoBenenne mpoueAypbl OIEHUBAHUS PE3YJIbTaTOB OOydYEHHUS JIOMYyCKAeTCs C
UCTIOJIb30BaHUEM JUCTAHIIMOHHBIX 00Pa30BaTEIbHBIX TEXHOIOTHH.

ObecnieunBaeTcst 1OCTyN K MHPOPMAIIMOHHBIM U OubnuorpadudeckuM pecypcam B CETH
WuTepHeT U1 KaXJoro oOydaromierocss B ¢opMax, aJalnTHPOBAHHBIX K OTPAHUYCHUSM HX
3/I0pOBbS U BOCTIPUSATHUS HHPOPMAIUH:

1) JUTSL CIIETIBIX U CITA0O0BUISIINX

— B [I€YaTHOHN (popMe YBETUUECHHBIM HIPHUPTOM;

— B (hopMe ANIEKTPOHHOIO JOKYMEHTA;

2) JUIS TIIYXHUX ¥ CTaOOCIBIIIAIIIX:

— B Ie4aTHOM dopme;

— B (hopMe 3IEKTPOHHOTO JJOKYMEHTA.

3) ISt 00YYaroIUXCcsl ¢ HAPYIICHUSIMU OMOPHO-/IBUTATEIBHOTO arapara:

— B IIEUaTHOM Qopme;

— B (hOpMe IIEKTPOHHOTO JJOKYMEHTA.

10. PEKOMEHJYEMAS JIMTEPATYPA

10.1. OcHoBHas nuTepaTypa

1. TeopeTrnueckre OCHOBBI KOMITBIOTEPHOU Oe30macHOCTH: Y4ebd. mocoOue ajisi By30B 110
cnenuansHocTH "KommbrotepHas 6ezonacHocts u Ap. / I1. H. [leBsnun, O. O. Muxansckuid, /1. U.
IIpaBukoB u 1p. — M. : Paguo u cBa3p, 2000. - 192 ¢

2. Kopt, C. C. Teopernueckue OCHOBBI 3alIUThl MH(popMaimu : Yueb. mocolue s
CTYJICHTOB BY30B, O0yYarOIINXCS 1O TpyIie creil. B 00 uadopm. 6ezonacnoctu / C. C. Kopr. -
M. : T'ennoc APB, 2004. — 233 c.

3. 3amuta porpammuoro ooecneuenus / [[. I'poysep, P. Carep, . ®unc u ap.] ; mox
pen. . I'poysepa ; nep. ¢ anri. B. I'. [loremkuna u ap. ; nox pea. B. I'. I[Toremkuna. — Mocksa :
Mup, 1992. - 286 c.

4. 3aBropoanuii, B. . KommuiekcHas 3amura nHGOpMAIUU B KOMIIBIOTEPHBIX CUCTEMAX :
VYueb. mocobue mist ctynentoB By3oB / B. W. 3aBropoguuii. — M. : Jloroc, 2001. - 264 c.

10.2. JlonoysiHUTENbHAS TUTEpATypa
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5. Paccen, Y. Microsoft Windows Server 2008 : cippaBounuk aqmuauctparopa / Y. Paccen,
. Kpoydopa. — Mockga : OKOM ITabaumep3, 2009. - 1321 ¢

6. IIporpammHO-anmapaTHbeie cpeacTBa obecnedueHus: HHHOPMAIIMOHHON 0e301MacHOCTH:
3ammura nporpamm. u AaHHbIX / [LIO. benkun, O.0. Muxansckuii, A.C. IlepmakoB u ap. — M.:
Panuo u cBs3w, 2000. - 169 ¢

7. bezomacHocTh KOMIIBIOTEpHBIX ceTeit Ha ocHoBe Windows NT / B. C. Jlromapes, K. B.
Epmaxos, E. b. Pynnsrii, Y. B. Epmakos. - M.: Pyc. pea. TOO Channel Trading, 1998. — 304 c. +
Dnextp. ontud. guck (CD-ROM).

11. ”TH®OPMAIMOHHBIE PECYPChbI

=

Hutepuer-OcHoBbI HHGOpManOHHOM 6e3omacHoctr . — URL: http://www.intergu.ru/
Cetp HaunHaoIMx nporpammuctos. — URL: http://www.it-n.ru/

3. Knaccudukarnus MexaHW3MOB ayTeHTH(HUKAIMKM TMOjb30Barened u ux o63op . — URL:

https://habr.com/ru/post/177551/

SQL unbeknuu. [IpoBepka, B3a0Mm, 3amurta . — URL: https://habr.com/ru/post/130826/

XSS rnazamu 3noymbinuieaanka. — URL:  https://habr.com/ru/post/66057/

. Stealthphone: 3amurta mukpodona moOuIbHOrO TenedpoHa OT HECAHKUHOHHPOBAHHOTO
Bkiouenus . — URL: https://habr.com/ru/company/ancort/blog/160215/

7. OCHOBHBIE napameTpbl NepeIaTYNKOB u MIPUEMHUKOB . — URL.:

https://radiokot.ru/start/analog/bugs/02/

8. Hayunas snextponHas Oubnmoreka elibrary.ru : uHdpopm.-ananut. nopran / OOO
Hayunas snextponnas 6ubnmnoteka. — Mocksa : OOO Hayu. snektpon. 6-ka, cop. 2000-2022. —
URL: https://elibrary.ru (nara o6pamenus: 01.01.2023). — Pexxum noctyma: amsi 3aperucTpup.
IIOJIb30BaTeNe. — TEKCT : AIEKTPOHHBIN.

9. DnektpoHHbli  Katasior Hay4noit OuOimoreku JIOHENKOro TroCyIapCTBEHHOTO
yuuBepcutera. — Jlonenk : Hb Houl'V, 1999— . — URL: http://catalog.donnu.education (mara
obpamenus: 01.01.2023). — TekcT : 37IEKTPOHHBIH;

10. Y4eOHuku u JIpyrue KHUTH o MaTeMaTHKe URL:
http://eqworld.ipmnet.ru/ru/library/mathematics.htm (mara obpamenus: 31.03.2023). — Pexum
JocTyna: cBOOOIHBIN. — TeKCT : AIeKTPOHHBIN

11. Texnuueckas Oubanoreka URL: http://techlibrary.ru/ (mara oOpamenus:
31.03.2023). — Pexum gocTyma: CBOOOAHBIN. — TEKCT : 3JIeKTPOHHBIN;

12. Hayunsie xxypHansl PI'BOY BO «/lonI'Y» URL: http://donnu.ru/science/journals (nata
obparmenust: 31.03.2023). — Pexxum noctymna: cBOOOAHBINA. — TEKCT : JIEKTPOHHBII.
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12. TIPOTPAMMHOE OBECITEUEHUE

Windows 7 PRO (xopnoparusHas nunens3ust JJonl'Y Ne 46484614)
Microsoft Office (kopnopaTtusHas nuuen3us JJoul'Y Ne 46472919)
SAunnexc bpaysep (cBobogHO pacnpoctpansemoe [10)
AntuBupyc Kacnepckoro, Adobe Acrobat Reader, xPDF (nuuensun GPL, Apache,
BSD s CBOGOI{HOFO POTrPaMMHOTO 00ECTICUEHHSI)
5. Kali Linux (cBo6oam0 pacnpoctpansemoe I10)
6. Stegsolve (cBobonHO pacnpocTpansiemoe [10)
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