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Pabouas mporpamma mucuummaer « Web-nporpaMmmupoBanuney s 00yyaronmxcst mo
Hanpasienuto noarorosky 10.03.01 Mudopmanmonnas 6e3onacuocts (IIpodums: BesomacHocTs
aBTOMATH3MPOBAHHEIX CHCTEM), COCTaBleHA Ha OCHOBaHHH DelepalbHOrO TOCYIAPCTBEHHOTO
00pa3oBaTeNbHOr0 CTaHAapTa BBICHIETO OOpa3OBAaHUS — OakamaBpuaT II0 HAIpPaBICHHUIO
noaroroBku  10.03.01  VindopmanuonHass 6e30macHOCTb,  yTBEPIKACHHOIO IIPUKAa30M
Munncrepersa Hayku u BeIcIero oGpasosanus Poccumiickoit ®eneparuu ot 17 HOs10ps 2020 r.
Ne 1427 (¢ wm3sm. um jom.). Ilopsigka OpraHM3aMHM H OCYIIECTBICHHUS o6pa3zoBaTeIbHOM
AEATENLHOCTH 10 O0pa3OBaTebHBIM IIPOrpaMMaM BBICIIETO OOpPa3oBaHMS — MPOrpaMMaM
OaxanaBpuara, NporpaMMaM CIELMAIUTETa, NPOrpamMmam MarucTparypbl, yTBEP)KIEHHOI'O
npukasoM MunrcTEpCeTBa HAyKHU | BBICIIEro 00pa3oBaHus Poccuiickoit @enepanuu ot 06 ampers
2021 r. Ne 245 (c u3M. ¥ JOIL), B COOTBETCTBHH C Y4eOHBIM ILIAHOM, YTBEP)KICHHBIM Y YeHEIM
coserom OI'BOY BO «loul'V» mis nabopa 2024 roxa.
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1. MECTO JUCLIHMITJINHLI B CTPYKTYPE OBPA3OBATEJIbHOU ITPOI'PAMMEBI

1.1. TpeOGoBaHus K NMpeIBaPUTEIBHON MMOATOTOBKE OOYYAIOUIMXCS, MPEIIICCTBYOIINE
¥ COIYTCTBYIOIIHME JUCUUIUINHBI, HA KOTOPBIX OCHOBBIBACTCS M3yUYEHUE JTAaHHOM:

Nudopmaruka, NHpopmManmoHHbIE TEXHOJOTHH, SI3BIKM MporpaMMHupoBaHus, Teopus
uHopmanuu, [lakeTsl MpUKIAAHBIX IPOrpaMM i1 00paboTku H300paxeHuid, Moienu u MeTo b1
6e30omacHOro HHHOPMAITMOHHOTO OOMEHa.

1.2.  JlucuuruimHbl, KypcoBble paOOThl W MPAKTUKHU, JUIS KOTOPBIX OCBOEHHE IaHHOM
JUCIATUTMHBI HEOOXOMMO KaK MPEAIIeCTBYOIICE:

CKpHUIITOBBIC SI3BIKH TMPOTPAMMUPOBaHMs, BBeJeHHE B HMCKYCCTBEHHBIM WHTEIUICKT,
Mopenn u Metonsl Oe3omacHoro MHGOPMAIMOHHOTO OoOMeHa, AHaiu3 0e30MmacHOCTH web-
poeKToB, [IporpaMMHo-anmapaTHbie CpeCTBa 3aUIUThI HH(OPMAIIHH.

Hcnonp3ytorcss TpW  HANMKMCAaHWUM  BBITYCKHOM  KBAIM(UKAIMOHHOW  PabOTHI,
[Ipon3BoaCTBEHHAsT ~ MpaKTHKAa:  HAyYHO-HCCIENOBaTelbcKas — pabora  (oOs3arenbHas).
[Tpou3BoICTBEHHASI IPAKTUKA: TIPEIAUIUIOMHAS IPAKTUKA (00sI3aTeIIbHAS).

2. OIMMCAHUE JUCHUITJIMHBI

2.1.00mas xapakTepucTHKa
HaunMmeHoBaHuUE mokaszaresns 3HaueHHe TOKa3aTeIs
Ha3zBanue 00pa3oBaTebHOM MPOrpaMMbl 10.03.01 NudopmarmonHast 6€301MacHOCTh
(ITporpamma OakanaBpuara
WudopmanronHas 6€301MacHOCTD)

[Iudp 1 Ha3BaHUE B COOTBETCTBUU C b1.B.JIB.1.1 Web-nporpammupoBanue

Y4eOHBIM IIJIAHOM

Yacte 00pa3zoBaTeNbHOM MPOTrpaMMBbl BapuaTtuBHas 4acTh (IUCHUTUTHHBI IO
BbIOODY)

KonnyecTBo 3a4eTHBIX ¢AMHUIT / BCErO 4acoB 3/108

2.2.Pacnipenenenne 4acoB 1o GopMam U MepruoaaM o0yUeHHS

OO0111€€ KOJINYECTBO YaCOB
o
= CcaMoOCTOS-
dopma g 8 5 -
> 2 JeKIu- | Jabopa- | MpakTU- | TEIbHOMN dopma
00y4eHus 2| 3 BCETO
8 OHHBIX | TOPHBIX | YeCKHX | paboThI + KOHTPOJIS
KOHTPOJTh
Ounas, Bcero 3 5 34 34 - 40 108 JK3aMEH

3. HEJIN ACHATTIIMHBI

OBnazieHre TEXHOJIOTUAMHU POSKTUPOBaHUs web-caiiTa kKak MH()pOPMaIMOHHON CHCTEMBI,
MOJJIEPKKU U CONPOBOXKJIECHUS web-caiiTa Ha cepBepe, aHAJINU3 YSA3BUMOCTEH, KOTOPbIE MOTYT
OBITH CO3/aHbI IPU HEKOPPEKTHOI pa3paboTke caiiTa.

4. KOMITETEHIIMN OBYYAIOINEI'OCA, @OPMUPYEMBIE B PE3YJIBTATE
OCBOEHMA KOMIIOHEHTA OBPA30OBATEJIbBHOU ITPOI'PAMMEI, X UH/IMKATOPBI
N INTAHUPYEMBIE PE3VIJIBTATBI ObYUYEHU A

4.1 KomnereHnun

Kommerenmyu WHuKaTopsl Pe3ynbTarhl 00y4eHUsI
I1K-3 Criocoben [1K-3.2 3naer | Ymeer BBIOMPATH, KBaJIU(HUIIMPOBAHHO
OCYIIECTBIIATH YSI3BUMOCTH | | IPUMEHATH cpencTBa obecrieueHus
aJIMMHHUCTPUPOBAHUE CpeacTBa uHGOPMAIIMOHHOMN 0e301acHOCTH u




CPEICTB 3aIIUTHI
nHpopmaruu
MIPUKIATHOTO H
CHCTEMHOTO
MIPOrPaMMHOTO

obecrieuenus. (06.032)

3amuThl  Web- | IIeIOCTHOCTH  JaHHBIX B COOTBETCTBHH
NPWIOKEHUH | pelIaeMbIMU  MPHUKJIAJHBIMH  33Ja4yaMu
CO3/1aBa€MbIX MPOrPAMMHBIX CUCTEM
Ymeer MIPUMEHSITD nH(pOpMaLIMOHHbIE

JTaHHBIX, METObI
MPOEKTAMHU

o. I[TPOIT'PAMMA JJTUCLUITJINHBI

HasBanue teMEbl

Kpatkoe cogepxanue TeMbl (BOIPOCH TEMbI)

1. DNS -
cucrema
JOMEHHBIX HMEH.

1. Unes MeXXayHAPOIHOW CUCTEMBI JOMEHHBIX UMEH.

2. NS — cepsepa.

3. Ysa3Bumoctu nporokosia DNS. Ataka oTpaBiienue kermia.
4. Turier DNS 3anmceid.

5. O6padorka DNS 3ampocos.

6. Ytunute! s popmuposanus DNS 3anpocos.

. [orsitue DNS 30Hb1. 30H-Tpanchep.

2. HTTP -
3aIIPpOCHI.

. Uctopus nporokona HTTP. loctouncrBa u Henocratku HTTP.
. Crpyktypa HTTP 3ampoca u otBera.

. Meroast ananuza HT TP 3anpocos.

. Meroas! nepeaaun HT TP 3ampocos.

. HTTP 3aronoBku.

. Yrunmutel 115 co3ganus HT TP 3ampocos.

ITepexBat HTTP 3anpocos.

SOOI WN RPN

3. Web - cesep.

1. Tlousitue Web- cepsepa. Buzsr web- cepepos.

2. Apace u Nginx, TOCTOMHCTBA U HEJJOCTATKH.

3. ITopte! u coketsl. Coznanue npoctoro TCP cepepa.
4. Co3nmanue 3x0-cepBepa.

5. brnokupyrouwmii BBOA-BbIBOJ. MHOIOIIOTOYHOCTb.

6. MeToabl co31aHNsT MHOTOIIOTOYHOCTH.

Coznmanne HTTP cepsepa.

4. CtpykTypa
KIIMEHT-CepBep-
HOTO
TIPUIIOKECHUS.

1. Frontend u backend, o0mas apxurekrypa.
2. 3amaqu frontend cepsepa.

3. Reverse proxy, HacTpoiika MpOKCHPOBaHUSI.
4. Application cepsep u ero 3amaumu.

5. IIpoTOKOIIBI 3ayCKa MPHUIT0KEHHS.

Ilepemennnie okpyxenus. CGl, FastCGl u WCGI.

5. OcuHosser PHP.

1. CepBepHble s3b6IkH IpOrpaMMupoBanust. Open server.

2. Komanna isset. [lepeMeHHbBIE U THIIBI.

3. IluHamMuueckast TUITU3ALIMSL.

4. BeTBiieHue, IIUKIIBI, MACCHUBBI, ACCOITUATUBHBIC MACCHBHI.
5. Pabora ¢ daiinamu.

6. CymneprioOblIbHBIEC TIEPEMEHHEIE.

Iepenaua nepemenHbix HTML- PHP.

6. Dopmbl 1
nepenayda
apaMeTpoB.

1. ITonsiTue hopmsl.

2. Meronbst POST u GET st nepenaun napaMmeTpos.

3. I'no6ansusie nepemennsie $ POST, $ GET u$ REQUEST.
4. Ys3BUMOCTH (OPMBI.

OyHKIWH U1t 00pab0TKU JaHHBIX POPMBL.

TEXHOJIOTHH 00pabOTKH, XpaHEHUs U TIepeadn
U CpeACTBa YIPaBJICHUS




7. Pabota ¢
(aiinamu.

1. Hacrpoiika php.ini.

2. Cyneprinobanbhbiii MaccuB $_FILES u ero cTpykrypa.

3. 3arpy3ka OJJHOTO W HECKOJIBKUX (DalisIoB.

4. ATaky Ha CalThl, TO3BOJIIFOIINE 3arpyKaTh Ha HUX (haiibl.
5. Orpannyenue pazmepa u Tumna gaiina.

6. OrpaHuyeHHE THITA C YYETOM COJCPKHMOTO.

Kondurypars .htaccess.

8. Ceccun n
KYKH.

1. Tuns! kyku. Ilonarue ceccun.

2. OTKpBITHE U 3aKpbITHE ceccuu. [lepemenHbIe ceccum.
3. Cymnepriobanbhas nepemennas $ SESSION.

4. PazHHIIAa MEXKTy KyKH U CECCUEH.

5. be3zomacHocTh ceccun.

6. YcTaHoBKa U yJalleHUE KyKH.

MeTobl 3alIUThI KYKH.

9. IIposepka
KOPPEKTHOCTH
JTaHHBIX.

1. OmmOku, kKoTOphie pazpabOTUUKKU MOTYT IOIyCKaTh IPH CO3/IaHUU CAUTOB.
2. XpaHeHHe napoJis B 3aXEUIMPOBAHHOM U 3aIIM(POBAHHOM BUJIE.

3. XpaHeHHe CeKPETHBIX JIAHHBIX B TEKCTOBOM (haiie.

4. Artaka «Command Inclusiony.

5. [Ipobnems! Ge30macHOCTH, CBsI3aHHBIE ¢ 00paboTKOM hopmel. [Tpodbrembl
0€30I1aCHOCTH, CBSI3aHHBIE C CECCUSIMMU.

ITonmena MNCPEMCHHBIX CCCCHH.

10. Ba3zet
AHHBIX.

1. [TousaTHe 6a3bl JaHHBIX.
2. PenainoHHBIC ¥ HEPENSIIMOHHBIE 0a3bl TAaHHBIX.
3. ITons u 3anucwu.
4. Tonynspusie bJI.
5. Hactpoiika MySQL B OpenServer.

6. Uurepdeiic phpMyAdmin.

7. IlpuoputetHslii nouck. [Ipenmpocmotp.
[TonkatroueHue U BEIOOpKA TaHHBIX.

11. 3anpocsl u
ux obpaboTka.

1. 3anpocs!. A3k SQL 3anpocos.

2. Ilony4eHune u yajeHue 3amnmcei.
3. 3anpocst SELECT, UNION, GROUP.
4. O6beauHenue naHHbIX npu nomouw arpudyros AND u OR.

[TonydeHue Bcex 3amucei TaOIUIIbI.

12. Ataku Ha
0a3bl JaHHBIX.

1. [Tonsatue SQL MHBEKITUN.

2. Navexusa tuna SELECT + .

3. Uubekims Tuma SELECT UNION.
4. MHOXECTBEHHBIE 3aIPOCHI.

5. DKpaHUpOBaHKE BBOJA.

O6xo0x dunpTpanuu cumMBoIoB. Mabeknus tumna -1 OR 1=1.

13. XSS -arakwu.

1. ITonsitue XSS. OTtpaxkeHHbIE, XpaHUMbIE, OCHOBaHHbIEe HA DOM XSS
aTaKH.

2. Kak onpenensiroT ysI3BUMOCTh K aTake.

3. Buenpenune B HTML, URL u STYLE atpu0yTsi.

4. Tlpumeps! 3kcrutyataniuu XSS ysS3BUMOCTH.

5. ABTOMaTH3aIMs TECTUPOBAHUS NMPHIIOKEHUH Ha yA3BUMOCTh K XSS atakam
npu nomoinu Beef.

3ammra oT XSS aTak.
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14. Metoasl
ayTeHTH(UKAINH
Ha caliTax.

1. bazoBas ayreHTudukanus uepes http 3aronosku.
2. Digest ayrenTrdukanms.

3. Ceccuonnnie JSON WEB Token.

4, PKI ayrentudukanus. CepTudukarsl.

5. Co3nanue ceprudukara npu nomouu Openssl.

[Toanuck U XpaHEHHUE CePTH(PHUKATOB.

15. TexHomorus
AJAX.

1. Acunxponssiii JS 1 XML.

2. JlunaMuueckoe 0ToOpaskeHue U B3aUMOJICHCTBHE C IOIb30BATEIIEM.

3. O6bmeH u 00paboTKa TaHHBIX.
Yrumura XMLHttpRequest.

16. Cxanepsl
web-
0€e30I1aCHOCTH.

1. Ckanepbl Web —0e30macHOCTH ¥ UX BO3MOKHOCTH.
2. Acunetix — yueOHbIii ckaHep Web-ys3BHUMOCTEN.
3. OWASP-ZAP u ero BO3MOKHOCTH.

On-line cepBucsl uts npoBepkr Web-npuioxenuit Ha 0€30MaCHOCTb.

17. Pasmentenune
MIPHIOKCHUS Ha
XOCTHHTE.

1. IInatHble u GecriaTHBIE XOCTUHTH, JOCTOMHCTBA U HEIOCTATKH.
2. [omynsipable OecTIaTHbIE XOCTHHTH.
3. Peructpanus. 3arpy3ka caiita Ha XOCTHUHT.

Otnanka paboThI caiTa.

6.

CTPYKTYPA U COAEPXXAHUE JUCHUITIJIMHBI

6.1.dopma oOyueHus — o4Hasi, Kypc — 3, cemecTp — 5

KosmmuecTBo 4acoB
HaunmeHnoBanus pa3zenoB u TeM Tlexi. | JlaGop | Iipaxr. | CPC+K | Beero
DNS - cuctema JOMEHHBIX UMEH. 2 2 4 8
HTTP - 3anpocsr. 2 2 4 8
Web - cesep. 2 2 4 8
CTpyKTypa KJIHEHT-CEepBEP-HOI0 MPHIIOKEHHUS. 2 2 2 6
OcnoBel PHP. 2 2 2 6
@dopmbl U nepeaayda napaMeTpos. 2 2 2 6
Pabora ¢ daitnamu. 2 2 2 6
CeccuM M KyKH. 2 2 2 6
IIpoBepka KOPPEKTHOCTH JTAHHBIX. 2 2 2 6
Ba3re1 jaHHBIX. 2 2 2 6
3anpocsl U MX 00paboTKa. 2 2 2 6
ATtakn Ha 0a3bl JaHHBIX. 2 2 2 6
XSS -ataku. 2 2 2 6
Metozb!l ayTeHTU(UKAIIMH HA CalTaXx. 2 2 2 6
Texnonorus AJAX. 2 2 2 6
CkaHepsl Web-6e30macHOCTH. 2 2 2 6
Pazmenienue npuiiokeHus: Ha XOCTUHTE. 2 2 2 6
UTOTI'O 3A CEMECTP / 3A KVYPC / IIO
KOMITIOHEHTY OITOIT 34 34 36,1439 | 108
NTOT'O ITO KOMITOHEHTY OIIOIT 34 34 40 108

7. OLEHOYHBIE MATEPUAJIBI (CPEACTBA) UL TEKYILIEI'O KOHTPOJIA
YCIIEBAEMOCTH, IPOMEXYTOYHOU ATTECTALIUN

7.1. KoHTpOJIBHBIE BOTIPOCHI
1.CucreMa JOMEHHBIX UMEH.
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2.Ataka otpaBnenue kema. Tumbr DNS 3anuceii. O6padorka DNS 3amnpocos.

3.Y1umutel s popmupoBanust DNS 3anpocos. [Tonsitue DNS 30Hb1. 30H-TpaHCcdeED.

4. HTTP 3anpocsl. CTpyKTypa U METOABI.

5.Metoasl mepenaurn HTTP 3ampocoB. HTTP 3arosoBku. Ytwnutel st cozpanus HTTP
3a1poCoB.

6.11epexBar HTTP 3anpocos.

7.Yt1o takoe cepep? Kakue cepBepa Bbl 3HaeTe?

8.Urto Takoe web cepBep. Kakue onn ObiBaroT?

9.Ha kakom ypoBHe pabortaer nporokon TCP? Kak on padoraet?

10.B wem omimuune mpotokosoB tcp u udp? Ha kakom ypoBHe paboTaroT 3Tu NmpoTokojbi? C
KaKMMH IIPOTOKOJIAMU YPOBHS IPUJIOKEHUSI OHU paboTaroT?

11.Yem mopt otimvaercs ot cokera? Kak co3nates coker Ha si3pike Python?

12.Ha xakom ypoBHe pabotaet nporokos HTTP? Kak on paboraer?

13.YeM oTiimyaeTcss CHHXPOHHBINA CEpBEP OT ACUHXPOHHOTO?

14.CpaBuute multithread u prefork rexaomnoruu. JIocTonHCTBa U HETOCTATKH.

15.9to Ttakoe coker? Kakue Tpu arpudyTa J0JKEH UMETh COKET?

16.4Uto o3navarot komansl socket. AF_INET u socket. SOCK_STREAM?

17.Yem ornmnuarorcss TCP knuent u TCP cepsep?

18.Uem metox socket.send ornmuaercst ot merona socket.sendall ?

19.Yt1o Takoe 3xo-cepep? Uto o3nauaer list(10) recv(1024)?

20.YeM CUHXPOHHBII cepBep OTIIMYAETCSI OT ACUHXPOHHOT0?

21.Yto o3navaer serv_sock.bind((", 53210))?

22 .Kakue MeTo/1bl CO3/IaHUSI MHOTOIIOTOYHBIX CEPBEPHBIX MPUIIOKEHUH Bbl 3HaeTe?

23.Kak 3amycTuTh, OcTaHOBUTH cepBep nginx? IlocMoTpers paboraer nu oH? B kakyro
JUPEKTOPHIO OH ycTaHaBnuBaeTcs? Kakue ¢aiinbl oTBEUaroT 3a €ro HaCTpOUKy?

24.Yto Takoe BHUpTyadbHble XocThl? Kak OHM JO0KHBI HacTpauBatbesi? Uro Takoe Qaiin
KOH(UTypaluy cepBepa U 4To B HEM IIPONHUCAHO?

25.Yto Takoe location B KoHpUrypallMoHHOM (aiine cepBepa? Kakue npaBuia /i IpUOPUTETOB
location npu BbIiaye cTaTUYECKUX JOKYMEHTOB CYIIECTBYIOT?

26.Kakoli eie cepsep 10 yMOJI4YaHUIO ycTaHoBJeH B Kanu?

27.I'ne xpaHsTCsl KOHPUTypalmoOHHbIE (ailyibl BAPTYyaJIbHBIX XOCTOB JIJIsl CAUTOB?

28.KakoBa cTpykTypa KOH(UIypaluoHHOro ¢aitna a1 BHpTyanbHOro xocra? Yro Hamo
3amuckIBaTh B (haiin hosts?

29.Yto0 Takoe GppeiMBOpK U Kakue GppeiiMBOPKH BbI 3HaeTe?

30.I1penmymectBa u Bo3MoxkHocTu OpenServer.

7.2.  OBPA3EIL] DK3AMEHHAIIMOHHOI'O BUJIETA

JloHenKni rocyJapCTBEHHBIN YHUBEPCUTET
OU3NKO-TEXHUYECKUI PaKyIbTeT

Kadenpa paanodpusuku 1 nHHOKOMMYHHUKALIMOHHBIX TEXHOIOTUN
IIporpamma Beiciiero oOpa3zoBaHus [Tporpamma 6akanaBpuaTa
Hamnpasnenue moarorosku 10.03.01 Nudopmanmonnas 6€30macHOCTh
[Ipoduns noaroToBKU Nudopmannonnas 6e30macHoCTb
®opma obyuerust OuHas
Cemectp  Ilepsbiii
Jucuuninza Web-nporpammupoBanue

DK3AMEHAILIMOHHBIN BUJIET Ne 1
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UYro o3HauaroT cienyronue 3aronoBku HTTP-3ampocoB u oreeroB: Expires, Date,
Age u If-Modified-..., Do Not Track, Cache-Control, Transfer-Encoding, ETag, X-
Frame-Options?

2. Ha pucynke npeacrasieH ys3BuMblid koa. OObACHUTE, TAC YI3BUMOCTh U KakK €¢
MOKHO ITO3KCIIITYaTHPOBATh.

<?php

Hif (isset ($_GET['in'1)) {
S$target=$ GET['ip'l;
acho ' <di 3 W : ;
print shell_exec('; ;7 '. Starget);
echo ' 1i "

Ha xaptunke npencraBieH uHTepdenc mporpaMmsbl AJisl HCCIEIOBAHUS CATOB Ha
yS3BUMOCTB. UTO 5TO 3a IporpaMMa ¥ YTo O3HA4aroT BKJIAAKHU?
W Burp Suite Professional v2.0.11beta - Temporary Project - licensed to surferxyz

Burp Project Intruder Repeater Window Help
[ Dashboard | =

i L e e e e ]

[ [ HTTP history | WebSockets histary | Options |

| Fiter riding css. image and genera | binary content
" | Host | Method | URL +| Params | Edited | Status | Length | MIl
58 https //push services mozi GET i 101 129
59 https://push services mozi.. GET ‘ 101 129
60 hitps-//push services mozi.. GET ’ 101 129
3 61 hitps //push services mozi GET ‘ 101 129
. 203 hitpAdennu.ru GET ‘ 200 66838  HT
273 | hitp:#dovuz donnu.ru GET ’ 200 51962 HT
448 http/donnu ru GET / 200 55838 HT
496 hup/donnu.ru GET ‘
331 hitp:Awww. donnu.ru GET /56a22e465136a_94263_mediu 404 608 HT
338 hitp fiwwwdannu. GET /662220465136a_94263_mediu 404 608 HT
Request | Response |

| Headers | Hex |

x64; (B0.0) Gecka/20100101 Firefox/80.0

(Vindows MT 10.0; Wit
1+ il g=0 9 imageiwebp 24 q=0.8

444744908736, _ym_d=1699976444; _ga=GAal 2 1206944867 1699976450, _gid=GAl 2, 381763169

4. Ormpenenute ip azpec LENEBOr0 cepBepa M INPOBEPHTE €ro JOCTYNHOCTh IIPU
MTOMOIITY COOTBETCTBYIOIINX KOMaHI.
[Mpaktudeckoe 3amanume: Co3maiiTe NPHIOKECHHE, YCTAaHABIHMBAIOIIEC KYKH C

. |MeHeM user u 3HaueHHeM — Bamre nMs. ECIH IOMEHATh 3HaYeHHe KyKH User Ha
admin, JOJKHO BBIBOJIUTHCS NMPUBETCTBUE.

6. BrImonHuTE MpakTUYEeCcKOe 3a/1aHUe 110 YKa3aHHOMY IperoiaBaTesieM apecy

YTBEpKIEHO 3aB.
Ha aceianun Kadenpoit PO n B.B. Jlanunos
Kadenpsl. WUKT
Ne oT
204 . DK3aMeHaTop M.B.babuuesa

8. PACIIPEAEJIEHME BAJIJIOB, KOTOPBIE ITOJIVUHAKOT OBYYAIOIIUECA

OOmiast olleHKa 3HaHUM 00ydarOMIMXCs MO0 TUCHUIUIMHE mpoBoauTcs mo 100-OammpHON
HIKaJe HUCXOJs M3 MaKCUMyMa, MPHUBEACHHOro B Tabiuie Huxe. OpraHuzalloHHO-ydeOHas
paboTa B ayIMTOPHH OLIEHUBAECTCA HAa OCHOBE TAKUX KPUTEPHUEB KaK IMOCEHIAEMOCTb 3aHATHIA,
CBOEBPEMEHHOE M KaueCTBEHHOE BBINIOJHEHUE JIOMAIlHUX 33JaHUH, aKTUBHOCTh BO BpeMs
NPOBEICHUS JIEKIIMOHHBIX M MPAKTUYECKUX 3aHATHH (ydacTHe B OOCYXICHHU TEKYLIEro H
IPOIIEHHOr0 MaTepuaia, peleHne 3a1a4 1 T.11.).



Howmepa pasgenos Buasl pabot MaxcimaibHoe
KOJINYECTBO OAJIIOB

Texkyuiuii KOHTPOJIb 10
Tema 1-17 KonTposbHas pabora 10
JlaGopaTopHbIe pabOTHI 30
HNTOTI'O 50
OKk3ameH 50
OOt UTOT 3a CEMECTP 100

CooTBeTCTBHE 0AJIJIOB OLICHKEC

O11eHKa 110 NATHOAJUILHOM IIKaJIe
KonnuectBo 0aios "
s 100 ECTS | Dx3amen, nuddepeHIpoBaHHBIN 3auer
3a4eT

90-100 A OTJIHNYHO 3a4TEHO
80-89 B 3a4TEHO
75-79 C xopottio 3a4TEHO
70-74 D 3a4TEHO
60-69 E YIOBIICTBOPUTEIIHHO SUS——
35-59 FX HE 3a4TEHO

0-34 = HEYJIOBJICTBOPHUTEIBHO o 3a9TeH0

9. OBECIIEYEHUME OBPA3OBATEJIbBHOI'O ITPOLIECCA JJIA JIMLL C
OI'PAHMYEHHBIMU BO3MOXHOCTAMU 310POBbBA 11 UTHBAJIM/10OB

B xoze peanu3zanuu qUCHUILTAHBI UCIIOIB3YOTCS CIICTYIOIIHE JTOTIOTHUTEIHLHBIC METOIBI
00y4eHusl, TEKYIEro KOHTPOJISl YCIIEBAEMOCTH U MPOMEKYTOYHON aTTeCTalluu O00YJarolInxcs B
3aBUCHMOCTH OT X WHIUBUIYAIbHBIX OCOOCHHOCTEH:

1) JUTSL CIIENBIX U CIIA00BUISIINX

- JIEKIUU 0(hOPMITSIOTCS B BUJIC DJIEKTPOHHOTO JIOKYMEHTA, JIOCTYITHOTO C TIOMOIIBIO
KOMIIBIOTEpA CO CIEeUaTIN3UPOBAHHBIM MPOTPAMMHBIM 00ECTICUeHUEM;

- JUIS  BBITIOJHEHWS ~ 3aJlaHusl  TpU  HEOOXOJAMMOCTH  IMPEIOCTABISICTCS
YBEJIMYHUBAIOIIEE YCTPOUCTBO; BOZMOXKHO TaK)KE MCIOJIH30BAHUE COOCTBEHHBIX YBETUYHBAIOIINX
YCTPOWCTB;

- MMCEMEHHBIE 33JJaHus ODOPMIISIOTCS YBEIUYSHHBIM HIPUGTOM.

2) IUTSL TIIYXHX M C1a00CIBIIIAIINX

- JeKIUU 0POPMIIIOTCS B BUJIE JIEKTPOHHOTO JIOKYMEHTA,

- MMMCbMEHHBIC 33JIaHUS BBITOHIIOTCS HA KOMITBIOTEPE B MUCBMEHHOH (hopMe;

— 9K3aMEeH TIPOBOJUTCS B TNHCHbMEHHONH (OpMEe HAa KOMIBIOTEPE; BO3MOXKHO
poBeJIcHUE B JOpMe TeCTUPOBAHUS.

3) JUTSL JIUI] C HApYIICHUSIME ONIOPHO-IBUTATEIILHOTO arapara:

- JIEKIUU 0(hOPMITSIOTCS B BUJIE DJIEKTPOHHOTO JIOKYMEHTA, JIOCTYITHOTO C TIOMOIIIBIO
KOMIIBIOTEPA CO CIENUaTN3UPOBAHHBIM MPOTPAMMHBIM 00ECTICUEHUEM;

- MMACbMEHHBIC 33JITaHUS BBITOJHIIOTCS Ha KOMITBIOTEPE;

— 9K3aMeH U 3a4€T MPOBOAATCS B YCTHOW (popMe WM BHITIOTHSIOTCS B MTUCHMEHHOU
dbopme Ha KOMIIBIOTEpE.

[Tpu HEOOXOIMMOCTH TIPelyCMATPUBACTCS YBEITMYCHUE BPEMEHH sl IOATOTOBKH OTBETA.

[Ipouenypa  mpoBeACHHUS  MPOMEXKYTOYHOH  arTecTali  JUIS  OOyYaromuxcs
YCTaHABIMBAETCS C YYETOM UX UHAMBUAYAIbHBIX TMCUXO(PU3UYECKUX OCOOEHHOCTEH.
[TpomexxyTouHast aTTeCTaIs MOKET MMPOBOIUTHCS B HECKOJIBKO ITAIOB.

[IpoBenenue mpoleAypbl OICHHWBAHHS pPE3YyJIbTATOB OOYYCHHsI JIOMYCKaeTcs C
HCITOJIb30BaHUEM JTMCTAHIIMOHHBIX 00pa30BaTEIbHBIX TEXHOJIOTHH.
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ObecneunBaercs A0CTyN K WHPOPMAIMOHHBIM U OMOIHOrpauuecKuM pecypcaM B CETH
Wurepner mia kaxzaoro oOywaromierocss B (opMmax, aJanTHPOBAHHBIX K OTPAaHUYEHHSIM HX
3JI0pOBBsI U BOCTIPHSTHS HHPOPMALIUU:

1) JUTSL CHEMBIX U CIIA00BUIALINX

— B IICUYATHOHM (OpME yBETUUEHHBIM IIPUPTOM;

— B (hOpMe 3JIEKTPOHHOTO JOKYMEHTA;

2) IUTSL TIIYXHX M C1a00CIbIIAIINX

— B IeUaTHOM dopme;

— B (hopMe IIEKTPOHHOTO JJOKYMEHTA.

3) 111 00y4arOIIUXCs ¢ HApYLISHUSIMU OITOPHO-BUTaTEIBHOTO arapara:

— B [IEYAaTHOH (opme;

— B (hOpMeE IEKTPOHHOTO JOKYMEHTA.

10. MATEPUAJIBHO-TEXHUYECKOE OBECIIEHEHHE YUEBHOI'O ITPOLECCA

VYyebnsie 3ansaTust npoBosaTces B kopryce Ned Jloul'V (r. Jonenk, p. Tearpanbhsiid, 13).
Jliis mpoBeieHus JIEKIIMOHHBIX U MPAKTUYECKUX 3aHATUH TpeOyeTcs: ayAuTopusi, 000pyA0BaHHAs
MEJIOBOW HJIM MapKEepHOW JOCKOW, MYJIbTUMEIUHHBIN MPOEKTOP U dKpaH, HOYTOYK, KOMIUIECKT
yueOHOll mebenu 1 CTYIEHTOB, pabodee MecTO MpemnojaBarens, BbIXoi B VHTepHeT —
POBOIHON MITK C Hcnojb3oBanueM Wi-Fi.

Jnis  mpoBeneHHs J1a0OpaTOpPHBIX 3aHATHH TpeOyeTcs saboparopus, OCHAIEHHas
KOMIIBIOTEPAMH C YCTAHOBJIEHHBIM CIEIMAIbHBIM IIPOrpaMMHBIM 00€CIICYEHHUEM, YKa3aHHBIM B
nyHkre 13.

JUis caMOCTOSITENIbHOM pabOThl KCIIOJIB3YIOTCS TEKCTOBBIE U DJIEKTPOHHBIE PECYPCHI
Hayunoii 6MOnMOTEKM yHMBEpCUTETAa U APYTUX 3JEKTPOHHBIX OMONIMOTEYHBIX 0a3 JaHHBIX,
y4eOHO-MeToIuuecKoe oOecreueHne, MPeCTaBIeHHOE B Yy4eOHO-METOJAMYECKOM KaOWHeTe
I'maBHOTO KOpmyca (ayn.405).

OOyyaromuecs HMMEIOT BO3MOXXHOCTh  HCIIOJIb30BAaTh  y4eOHble MaTepuanbl 10
JTUCLUIUIMHE, pa3MelleHHble Ha miaardgopme Moodle LleHTpa AucTaHIMOHHOTO 0Opa3oBaHMS
OI'bOY BO «lonI'Y». Ilpu n3ydeHuH NUCHUIUIMHBI IPUMEHSIOTCS 3JIEKTPOHHOE O0yueHUe U
JMCTaHIIMOHHBIE 00pa30BaTeIbHbIC TEXHOJIOTUH.

C  ucnonp30BaHHMEM  pecypcoB  IMIAaTGOpPMbl  JUCTAHIIMOHHOTO  00pa3oBaHUS
OCYILECTBIIICTCSI TEKYIIMH KOHTPOJb 3HAHUN OOYyYaroIMXCsd HAa OCHOBE TECTUPOBAHUS U
IIPOBEPKHU PE3YyJIbTATOB CAMOCTOSTENIbHON paOOTHI.

11. PEKOMEHAYEMAS JINTEPATYPA

11.1.  OcHoBHas JuTepaTypa

1. IIpoxopenok, H. A. HTML, JavaScript, PHP u MySQL : mxxentinsmenckuit Habop Web-
mactepa / Huxonaii [IpoxopeHok. - 3-e uzn. - Cankr-IlerepOypr : BXB-IlerepOypr, 2010. - 890
¢. + anektpoH. onr. auck (CD-ROM).

2. Ans6urti, [Ton. DNS u BIND : Pyk. 115 cuCTeMHBIX aAMUHUCTpaTOpoB / [lon Ansour,
Kpuxer Jlu ; [lep. ¢ anara. M. 3ucnuma. - 4-e u3z. - CII6. : CumBoun-ITmroc, 2002. - 689 c.

3. Jlomos, A. FO. Apache, Perl, MySQL: mpakTtuka co3gaHus IMHAMMYECKHX CAHTOB :
camoyuutens / Apremuii Jlomos. - CII6. : BXB-IlerepOypr, 2007. - 354 c. + 1 35eKTpoH. omT.
nuck (CD-ROM).

4. Komucanuenko, [[. H. PHP 5/6 u MySQL 6 : paspa6otka Web-npunoxxenwnii / JI. H.
Konucauuenko. - 2-e u3g. - Cankt-IlerepOypr : BXB-ITerepOypr, 2010. - 540 c. + 1 amekTpoH.
ont. auck (CD-ROM).

11.2. JlononHUTENbHAS IUTEpATypa
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5. Red Hat Enterprise Linux/Scientific Linux : momHoe pyKOBOACTBO MOJb30BaTems /
[cocT.: O. Bynenkosa u ap. ; nox oom. pea. O. Cagosa]. - Cankr-IlerepOypr : BXB-IlerepOypr,
2007. - 469 c. + anextpon. ont. quck (CD-ROM).

6. OcnoBel Web-Texnounoruii : yue0. mocobue [Uisi CTYyACHTOB BYy30B, OOyUaroLUXcs 110
cnenuanbHocty 351400 "Ipuknaanas ungopmatuxa" / I1. b. Xpamuos, C. A. bpuk, A. M. Pycak,
A. . CypuH. - 2-¢ u3a. - M. : Unatepuer-YH-T undopm. texnonoruit : BUHOM. JIab. 3Hanui,
2007. - 374 c.

12. NHOOPMAIIMOHHBIE PECYPCBI

1. Kypc o PHP MPOrPaMMHUPOBAHUIO URL:
https://webformyself.com/minikurs/secretphp/index-subscribe.html— Pexum JOCTYyTIa:
CBOOOIHBIN. — TEKCT : SJIEKTPOHHBIN;

2. Web-mmporpammupoBanne  URL: http://confident.org.ua/index.php/stati-po-teme/170-
tekhnicheskaya-zashchita-informatsii.ntml — Pexum gocryma: cBoGomubiii. — Tekct
JJIEKTPOHHBIN;

3. Kypc PHP / MySQL URL: https://beonmax.com/courses/php-and-mysgl/— Pexum
JOCTyTa: CBOOOHBIN. — TEKCT : AIIEKTPOHHBIN;

4. Ilpocroit yueOnuk PHP URL: https://www.php.net/manual/ru/tutorial.php— Pexum
JOCTyTa: CBOOOHBIN. — TEKCT : AIIEKTPOHHBIN;

5. Bce o PHP, MySQL u ne Tompko URL: http://www.php.su/~ Pexum noctyma:
cBOOOAHBIN. — TEKCT : 3JIEKTPOHHBIN;

6. Texunueckas 6ubanoreka URL: http://techlibrary.ru/ (nara o6pamenus: 31.03.2023). —
Pexxum noctyma: cBoOOAHBIN. — TEKCT : AJIEKTPOHHBIN;

7. Hayunsle xypHansl PI'BOY BO «JlonI'Y» URL: http://donnu.ru/science/journals (gara
obparmenust: 31.03.2023). — Pexxum noctymna: cBOOOAHBINA. — TEKCT : JIEeKTPOHHBII.

13. [TPOI'PAMMHOE OBECITEYEHUE

Windows 7 PRO (xopnoparusHas nuniensust Jlonl'Y Ne 46484614)

Microsoft Office (kopriopatuBHas nuuensus Joul'V Ne 46472919)

SAunexc bpaysep (cBoboaHo pacnpoctpansemoe [10)

Tekcrossrii pegakTop Notepad++ (cBo6oaHO pactpoctpansemoe [10)
Open Server (cBo6oaHO pacnpoctpansemoe [10)

SIS



